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1.Installing MindArray Minder

Minder is a composite application that comprises three basic softe@rgonents:
91 Data Store (configuration databa)s; built in
1 Web application (User Interface)uilt in
1 Data Polling Enginegsbuiltin

The application and the Data Store are installed on the ssmneer.

1.1 SupportedPlatforms

Windows
f Windows Serve?012
1 Windows Server 20082
1  Windows Server 2003 Emferise x64Edition
T Windows 7 x64&dition

Note: If you are running Windows Server 2008, you must upgrade to Windows Server 2008 R2
because Minder 5.0 does not support Windows Server 2008 due to knownis&is.

Linux
1 Fedora
q CentOS
9 Ubuntu
i RedHat

1.2 HardwareRequirements

Some desktofelass processors like the Celeron (which has minimal onboard cache) are not deitable
usewith Minder. MindArraystronglyrecommenddentium4/M, Xeon,or equivalentprocessors.

The minimum hardware requirements for MIND&R
1 2GHz+ CPU on xftatform
1 4GB RAM
1 20GB disk space (SCSI or agt)

MindArray recommends the following hardwarenfiguration:
1 2 x3GHz+ Intel Xe®@PU
1 4GB RAM
1 60GB disk space on RAIRonfiguratioSCSI/SATA)

Additional MinderRequirements:

Enterprselevel Minder deployments with the potential for more than 1,000 monitors megd
additionalcomputingresourcesabovethe standardsequiredfor MindArraycommoncomponents:
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1.3 Windows SoftwareRequirements
You must install the following software on Windsplatforms:

1 Latest WindowdJpdates

1 .NET Frameworg Version 3.5, .NET Framework 4.teisommendedWe also provide it with the
setup of Minder.

1 Windows operating system management and monitoring teolsponent.

91 Firefox version 30+. (Used for Websitemitoring. If you are not planning to monitor Website
ignore thisrequirement)

91 Disable Sleep Mode dthost

1.4 SystemSecurity

MindArray strongly recommendsthat you terminate or disable all unnecessaryservices and
processes on MINDER server (this inclUBEENET arf€l P).

1.5 SNMP Requirements for MonitoreBevices

Minder can monitor the performanceof any SNMPv1, SNMPv2¢ or SNMPvanabled device on
your network. Consult your device documentation or a technical representative of your device
manufacturer toacquire specific instructions for configuring SNMP on geuice.

Notes: To properly monitor deviceson your network, you must enable SNMPon all devicesthat
are capable of SNMP communications. UNIX based devices should use the configuralenSbivP
version5.5or higherthat is specificto the type of Unixbasedoperatingsystemin use.

Minder is capableof monitoring VMware ESXand ESXBerversversions3.5 and higher with VMware
Toolsinstalled.For more information about enablingVMware Toolson your VMware device,consult
your VMware documentation or technicadpresentative.

If SNMPv2c is enabled on a device you want to monitor, by default, Minder will attempt to use
SNMPv2c to poll the device for performance information. If you onlytwdinder to poll using
SNMPvlyoumust disable SNMPv2c on the device topoded.
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2 Using MindArray Minder

Thischapterdescribeshow to operate Minder. Thischapterassumeghat you have installedMindArray
Minder.
Minder providesyour organizationwith proadive monitoring, event detection, reporting and problem

escalatiorfor missioncriticalcomponentsof ITinfrastructuresthroughanintuitive Webapplication.

The Minder Web application provides instant BusinessVisibility by monitoring your critical IT
Infrastructure, including but not limited to your netwoilkased services, applications argystems.
Current monitoring services include availability, performance, applicatiogsnanerce, SNMPport
monitoringand custom device/attributes monitoring capabiity. Minder is designedto be a flexible
systemwhere you can set thresholds,test intervals,filters on statusviews, schedulenotificationsand
generate standard or custom reports based on the privileges you have. Instant Budiisiity
providesyou accessto your data through a Web interface. It savesyou time and reducescosts by
enablingyou to quicklyidentify and resolvedowntime problemswithout any investmentin additional
infrastructure or technicagxpertise.

Readthe followingsectionsto learnmore aboutworkingin the interfaceandto learnabout:

Network Healthndicator

NavigateDashboard

Search for devices, everdad systemproperties
Navigate the eventonsole

Runactions

Create and usalerts

Create custonviews

= =4 =4 =4 -4 -8 9

2.1 Understanding the fatus of Healthindicators

Minder monitors returns the followingpdicators:

2.1.1.Availability Indicators

Eachstatusreflects the availability state of the Monitor that has been assignedto the systemthat

you are currently viewing. Minder picks up theseoe codes and triggers an alert @an action. If
availability is in a down state, you can acknowledge an alert so that Minder does not generate
subsequent notifications.

1 uUp®
- The availability of Monitor/Device is UP.
T Down®©

- The availability of Monitor/Déce is down.
a1 Maintenance &
- The availability of Monitor/Device is in Maintenance State.
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1 Unknown®
- The availability of Monitor/Device is in Unknown State.
- The Minder polling engine could not execute the availability monitor.
- Or The Monitor is disabled.

2.1.2. Peformance Health Indicators

Eachstatusreflectsthe health state of the Monitor that hasbeenassignedo the systemthat you are
currently viewing. Minder picks up these error codes and triggers an alert or an action. If a
performance metric health is ia warning or critical state, you can acknowledge an alert so that
Minder doesnot generate subsequenmtotifications.

1 Cleai@
- The health of Monitor/Device metrics @ear/OK.

1 Warning
- The health of Monitor/Device metrics is in Warnsigte.
- The attachd threshold with performance metrics is in Warnstgte.

1 Criticalo
- The health of Monitor/Device metrics is in Critistte.
- The attached threshold with performance metrics is in Crititate.

1 Unreachableo
- The health of Monitor/Device metrics is imtéachablestate.
- The attached threshold with performance metrics is in Unreachstake.

91 Maintenance o
- The health of Monitor/Device metrics is in Maintenarstate.
- The attached threshold with performance metrics is in Maintenastate.

1 Unknown (2
- The halth of Monitor/Device metrics is in Unknovstate.
- Or The Minder polling engine could not execute the performanoaitor.
- Or The Monitor iglisabled.
- Orthere is no threshold/policy profile attached to performamgetric.
1 Not Configuret
- The health of Maitor/Device metrics is in Not Configurethte.
- Orthere is no threshold/policy profile attached to performamaetric.

2.1.3.Interface and Navigation

After you install Minder and navigate to the interface from your Web browser, the Dashboard
appears. Th®aslboard providesat-a-glanceinformation about the statusof your IT infrastructure. It
isthe primary window into devices and events that the system enables ymotator.
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The Dashboard cashow:
System information resources and Wediges

Important errorlevel deviceevents

1

T
1
1

’_Availabi\ity Summary
© O & e o
0 3

26

Monitor Group higHevelview

Monitors withdt NR 6 f SY & ¢

44 9

Monitor Alarm Summary
Q

Monitor 4  Type Health
192.168.1.10 - Domain Monitor Q Domain o
192.168.1.2 - CloudAppMonitor - MSSQL 2 MssaL
192.168.1.2 - Domain Monitor & pomain [v]
192.168.1.2 - master - MSSQL A MssaL
192.168.1.2 - Microsoft IS € s [x]
192.168.1.2 - Port Monitor & Port o

192.168.
MssaL

1.2 - traceorgbugtracker - A MssaL

"
Health Summary

9

)
&
o

Warning

17

Critical

& 0
0 3

Unreachable

Historical Trend (Past 24 Ho..

Maintenance

Figure 2.1 Organization Snapshot Dashboard

Key Dashboard and interface aréaslude:

=A =4 =4 =

Network Healthndicator
User informatiorarea
Recentnformation
NavigationBar

2.1.4.Network Health Indicator

o

All Monitors

Unknown

25 M

Health Trend

The Network Health Indicator providesan instant summaryof the status of all devicesand events
in Minder. The monitor and event count (message as well as threshold violation) is displayed according
to different severity.Whenyou click on the icon (shownin the first red box in the following figure),
you enable a constant view of network health while usihgder.

00? 00

Q

Figure 2.2 Network Health Indicator

(

Hi, admin | [sp
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Informationin the Network HealthIndicatorgetsupdatedafter every60 secondsby default The values
can be changed from Admin > Global Settings.

Clickon any of the colored health indicator boxesto view related information about the monitor
or event. For example,clickingon the Qicon navigatesyou to the DevicesStatusSummarypage

where only monitors with critical health are displayed. CIicincon navigates you to the live
Criticalevents across all theonitors.

2.1.5.Navigation

The Navigationmenu lets you accessnajor systemfeatures.In addition to the Dashboardthe menu
is divded among several functionafeas:

1 Alarms- Guides you to the event management area, where you can monitor event status, events,
history, configuration propertieandevent transforms. You also can track changes made to
events.

1 Business Service/SLA vievdffers access to network infrastructure, including devices, networks

and application monitor views.

Reports- Allows you to view and define reports.

Monitors - Allows you to change monitor properties such as state, crededggartment etc.
Network Coniguration Managemenig Allows you to track, manage and replace the configuration
of a network device.

Flow¢ Enables you to monitor IP to IP traffic in your network.

Admin - Provides access to global settings, network discovery and system settings.

=A =4 =4

=a =

2.1.6.User hformation Area

& User Information

¥ Display name Global Admin

& Username admin

Email

%, Department Core Infra

&, Accessible Departments Core Infra

@ Description Global IT Admin of an organization.

& Startup screen Mot Specified s

= Menu position Left 4

Figure 23 User Informatiolrea

The User information area offers information aselections:

1 UserName- ThelD of the user currently loggedin appearsat the top of this dialog. Click
the useredit icon to changeuser settings, such as menu position on the web console,
theme andstartup screen.

1 Log Out Click to log out of theystem.
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2.1.7.Viewing Monitor and Health Details

Click on Monitor name in the grid to focus on it. Focusing oodz:
1 Open Monitor Page in new tab.
1 Hovering monito name links, shows monitor health as show in the figure below:

% 192168 1.2 - Port Monitor o s [ el
1P:192.168.1.2 [ Type : Port [l Department : Core Infra || RPE: Master RPE [l Group : End User Monitors [l Last Poll: May 21, 2015 10:03:25 PM m
Overview | Comelation [l [ +wiaget PR Is]
a
Availability (Today) £l x
T Widgets
# Title
192.168.1.2 - Port Monitor @ Properties
@ Time Span
o )58 Minute(s),19 Second(s) -
£ Refresn Time
0 Se s)
0 Se s)
© 21 Hour(s),58 Minute(s),19 Second(s)
p (100.00%)
-
Round Trip Time & il @ x
Round Trip Time (ms)
1,000
0
0

’I"’I"'"”‘.’"””’
WSE; D MSSN  MSBSN SIS SN WG WG  MSEN  MSKN 202 aNesEn

Figure 24 Monitor Drill dowrPage

Alternatively, you can double click time Health @/ O icon to drilkdown on monitor health; this will
launch Rootcause analysis details for selectadnitor.

2.1.8.Customizing the Dashboard

Throughthe ReaiTime View dashboardfeature, Minder allows the creation of custom dashboards

to view the performance of services and infrastructure. You can create multiple dashbeauats,
containing up to twenty compaents that can display and chart any metrics selected and update in
real time. In some type of components,you can click through to view the performanceattribute
detailsfor containing attributes or attribute summary for devices. Whereas service viewsuegroup
attributes and devices according to businesgnted views, the Redlime View dashboards provide a
more abstract way to organize information. For example, you might create a dashboard to monitor
bandwidth across your entire network, or a dashbd that reports which devices is at the top
resourcenogs.

By default, a dashboard is visible only to all other users including who created

2.1.9.Customizing Default Dashboard

You can customize the Dashbodnd
9 Selecting the widget you want taonitor
1 Arrangingwidget
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Youcanarrangethe widgetsthat are displayedin all default dashboardsTo arrangethe widgets,drag
and drop them at your desired location. This view will be persisting for eacpradiées.

To managethe number of default widget to display,clickon add/delete icon towardstop right of the
dashboard and select the widgets you wantlisplay.

2.1.10. Adding Custom Dashboard

Follow the steps given below to add custom Dashbbgrd

Navigate toDashboard > CIicL, icon to add newdashboard.
Dashboard popoveappears.

Give theTitle for the dashboard.

If you want to keep dashboard accessible to others then chpabéc.
Select the Layoutf the Dashboard. Provide description if needed.

o ok wnhpE

Click icontoward top right cornerto addwidgets.

Create New Dashboard

Title Security

Private .@) Public

HELP

Layout

(@) sSingle column Two column Three column Custom

Description

Figure 2.5 Add New Dashboard

Note: Adding widget shows the default and custom created widget created by ofiees.

Follow the steps to create a nemidget:

1. ClickEEE > choose the Widget typieom the listin the left

2. Once Widget has been added > Bind the dattarce. The system adds widgets to selected
dashboard.

For more information on Widgetsee sectior9.15.
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2.1.11. Customizing Widgets

You can customize each widget that appears on the Dashboard. Customization optiodspamging
on the widgettype.

Full screen
Chart View
Wid | Delete
P |g(te_t — % Wl @ S % Widget from
roperties | Dashboard
View Type

Click ¥ which appears at the top right corner of a widget, to view and customize display options.

ClickUpdate Settinggo save your selections and then return to main widgettent. For creating new
Data Widgetsee sectio®.15.

Click S8 placed in the top right corner of the widget to select the data source, title of the widgeie
Span, Refresh time and Granularity.
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3 Adding and Discovering Devices

Network discovery is a network setting that affects whether your computer can find otimeputers and

devices on the network and whether other computers on the network can find your computer.

Discover Network Devices, Serves, Applications, Database, Web Servers, Virtualization Servers, Services,
Cloud and Asset with appropriate details taastmonitoring them. You need to provide appropriate
applicable details:

1.

2.

IP: You can provide a single IP e.g. 192.168.1.1, an IP range e.g. 1920®8rlimport a CSV file

with format Monitor Name, IP.

Departmenty LF @2dz 6 A &K (i AaccasSNaciaihbRapdartmeénts thenyad yidedit@ NI a
select suitable department. Minder will provide Core Infra department by default.

RPEIf you are implementing distributed monitoring then you need to select the RPE which should
poll the information from the maitors of this discovery.

DeviceType Select all the types which you wish to monitor and can be discovered in the provided
range.

Note: You can select multiple devices in a single discovery with appropriate 1P.

Resourcelype Resources will be populateédibed on the selection of the devices. E.g. Resource
for a Network device is Interface, for a database it is table etc.

CredentialProfile: Appropriate credentials of the user to login into the device each time and get
the information.

DeviceParameters There are default parameters to connect to a device and monitoring data
however thatcan be changed according to your infrastructure.

Minder provides foutypes of Networliscovery:

91 Device, Server &pps
M1 Cloud

i Services
1 Asset

Restrictions of NetworlDiscovel:

1.

N

Minder cannotdiscoverdeviceghat cannotbe pingedif Ping Check Requireaption is enabled
If, for example a firewall blocksecho requests, a device behind it cannotdigcovered.

If proper credentials are not provided then also minder will nobbée to discover y outevice.
If adevicehasmorethanone IPaddressjt mayshowup more than oncein the discovery
results.

A few times the added devices may need root credentials and without that, there would be
missing information.

3.1 Private NetworkDiscovery

3.1.1.Device, Server & Apfdsiscovery

Minder can discover multiple device types at a time which can be one of the listed below:
1 Network Device (SNMP)
1 Server
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1 Linux/Unix Host Server (SSH)
1 SNMP Host Server (SNMP)
1 Windows Host Server (WMI)

9 Virtualiation
M Citrix Xen Server

1 HyperV Server
1 VMware ESX/ESXi Server
i Database Server

1 IBMDB2
1 MSSQL
1T MySQL
M Oracle

1 PostgresSQL
91 Application Server
Apache Tomcat
GlassFish
JBoss
Jetty
WebLogic
WebSphere
91 File/Directory Monitor

91 Directory

1 File
1 Middleware
Active Directory
Apache ActiveMQ
MSMQ
OpenLDAP
RabbitMQ
WebSphere MQ
M Platform Monitor

1T JVM

T .NET
1 Web Server

1 Apache

T s

T Nginx

=A =4 =4 =4 -4 =4
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Follow the steps given below to add device by running netwistovery:

1. Navigate toAdmin>Network Discovery> New > Device, Server &pps.

2. Provide theNamefor the discovery.

3. Provide IP with one of théhree options
IP/Host: for singledevice IP Rangefor multipledevicesn a range
CSV Importfor only a number ofelected deviceDirectly imports the CSV file when you
need all those devicemgain for discovery or your devices are not in the same range
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Note: Providehostnameand IPaddressof that hostseparatedby commasin the CS\File
E.g.MindarrayHost1,192.168.1.101
MindarrayHost2,192.168.1.102
4. Select theDepartmentfrom the list.
Slect theRPERemote Polling Engine) from thist.

6. Ping Check Requiretd check if ICMP is enabled. In case you wish to avoid ICMP check e.g.
database does not need ping check, then you can disable the option.

7. SelectDevice Typefrom the list to be discovered. Thisincludestypes of devicesnamely
Network Device, Server, Virtualization, Database Server, Application Stftideieware,
Platform and Web Servéypes

Discovery ParametersAlso provide the required parameters to make the connectiéry.
Portnumber and Database instance name in case of Datathasevery.

8. Provide theResource Typ&o bediscovered.

9. ProvideCredential Profiledor selecteddevice type
10. Click orCreateto add new discovery.

11. Click orRunto run thediscovery.

12. Once finished, clicon View Resultto view discovered Devices, resources, applications and
virtual machines
13. Click orProvision Objecto add selectedodes, resources, applications and virtual machines

Note: DiscoveredNetwork Device, Servemill be listed under Node tab. SelectedObjects

shouldbe displayedat top of the pop-up astotal number of nodes,resourcesapplications,
virtual machines.

o

Create New Network Discovery

MName IP/Host (@ IPRange €SV Import

Switch Server PGSQL 192.168.1.1-20

Department RPE

Core Infra ~ Master RPE i Ping Check Required

Device Types to Discover Resource Types to Discover Credential Profile (s) m

Network Device (SNMP) @ | Postgresal @ interface @ Public SNMP Credential Profile €
Windows Host Server (WMI) @ Windows Network Interface € WMI DC Credential €@ | PostgresaL @
Discovery Parameter (s)
Network Device (SNMP) & PostgresaL # Windows Host Server (WMI) 4
Port 161 Port 5432 MAC Address
Database Name ipmeenfigdb Broadcast Address

Figure 3.1 Network Discovery > Device, Serveps

3.1.2.Cloud Network Discovery

Minder support the discovery and monitoritng below listed cloud platforms:
1 Amazon Cloud (AWS)
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1 Cloud Foundry (CF Cloud)
1 Google App Engine (GAE)

Follow the steps given below to add device by running netwisdovery:

Navigate toAdmin > Network Discovery> New >Cloud
Provide theNamefor the discovery.

Select theDepartmentfrom the list.

Select theRPERemote Polling Engine) from thst.
ProvideCredential Profilegor selected cloudypes.

Selecttype of devicesfrom the list to be discovered.Thisincludestypes of devicesnamely
AmazonCloud Foundry and Google App Endimpes.

Discovery ParametersAlso provide the required parameters to make tdomnection.
7. Provide theCloudResource Typé& bediscovered.
8. Provide appropriat®iscovery Parameter® discover them successfully.
9

. Clickon Createto add new cloudliscovery.
10. Click orRunto run thediscovery.
11. Once finished, click oview Resulto view classified Cloutlpps.
12. Click orProvision Objecto add selected Cloudpps.
Note: DiscoveredCloud node will be listed under Node tab. Sekcted Objectsshould be
displayedat top of the pop-up as total number of nodes,resources,applications,virtual
machines.

o gk wh

Create New Cloud Discovery

Mame Department

| Google App Engine Core Infra

Credential Profile (s) m Cloud Type (s)
[ sooge rvp Engine o] I co0s'c 200 Enoine 6a5) ©

Discovery Parameter (s)

Google App Engine (GAE) &

Domain Name

RPE
Master RPE

Cloud Resource Types to Discover

Google AppEngine Application @

m Reset

Figure 3.2 Cloudiscovery

3.1.3.Service Discovery

Service monitoring can be enabled "agent less" or by "installing agents" in thieations and
configuringyour monitors to collect performancedata from these agentsfor monitoring. The service

monitors currently supported by Mindénclude:
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DNSmonitor

FTPRmonitor

JDBC Connectianonitor
LDAP servanonitor

Mail Servemonitor
NTPmonitor
Pingmonitor

Radius monitor
Querymonitor

Script monitor

Service Ponmnonitor

URL monitor usingirefox
URL monitor using Phantod$
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Follow the steps given below to add services by running netdiedovery:

1. Navigate toAdmin>Network Discovery> New >Service

2. Provide theNamefor the discovery.

3. IP/Domain/Host/URL for singledevice
IP Rangefor multiple devices.
CSV Importfor selected multiple devices. When you need all those devices &gain
discovery, directly import the CSilé.
Note: Provide hostnameand IPaddresof that hostseparatedby commasin the CS\Wile
E.g.Mindarray-Host1,192.168.1.101
MindarrayHost2,192.168.1.102

Create New Service Discovery

Name (® IP/Domain/Host/URL IP Range CSV Import
Ping and Query 192.168.1.249)
Department RPE
Core Infra > Master RPE o
Service Type (s) Credential Profile (s) m
[ ping ©] avey O
Discovery Parameter (s)
Ping & Query &
Agent Database Type MysaL
Timeout (Millisecond) 300 Port 666
Retry Count 3 Database Name CentralDB
Query select * from tbl_login

Agent
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Figure 3.3 Servidaiscovery

4. Select theDepartmentfrom the list.

Select theRPHERemote Polling Enginépm thelist.

6. SelectServiceType from the list to be discovered.Thisincludestypes of servicessuch
as DNS, Domain, FTP, JDBC, LDAP, MaiRiNg.P,

7. ProvideCredential Profilfor selected service type if authenticatiorrégjuired.

Click orCreateto add new Servicdiscovery.

9. Click orRunto run thediscovery.

10. Once finished, click ovliew Resulto view classifie®ervices.

11. Click orProvision Objecto add selectedervices.
Note: Discovered Services will be listed under Node tab. Selected Objectkl dbe
displayedat top of the pop-up as total number of nodes, resources,applications,
virtual machines.

o

o

3.1.4.Asset Discovery

Asset discovery allows you to scan workstation, Desktop and LaytbpwWindows or Linux Operating
Systemsfor Software andHardwae inventorytacking. Once Minder starts scanningof software and
hardware,you canget alertsandreports about audit changes. Monitoring assets is not calculated based
on monitors rather calculated basexh number of assets you amonitoring.

In case ya have already done Device/Server/App discovery and the host server is provisioned for
monitoring then that monitor will be listed under Assets tab. User need to enable the Asset monitoring
from here.

Overview Assets Softwares

Fa Assets Actions=  Grouping -
Q Show / hide columns .

Asset Category Group Department RPE Last Scanned Recent Changes Notification
Desktop Server Group Core Infra Master RPE Jun 3, 2015 4:01:53 AM C 0 @
co#
co#
(o g
co#

Workstation Server Group Core Infra Master RPE Jun 3,2015 4:01:53 AM
Workstation Server Group Core Infra Master RPE Jun 3, 2015 4:02:35 AM

Workstation Server Group Core Infra Master RPE Jun 3,2015 4:01:46 AM

BOOAR !
000Q0

Server Group Core Infra Master RPE

Figure 3.4 Servidgiscovery

However, if the monitois not added or listed under Assets tab thelidw the steps given below to add
asset by runningliscovery:

1. Navigate tcAdmin>Network Discovery> New >Asset



£Smindarray

2. ProvideNamefor the discovery.

3. IP/Host: for singledevice
IP Rangefor multiple devices.
CSV Import:for selected multiple devices. When you need all those devices again for
discovery, directly import the CHlé.

Note: Provide hostname and IP address of that host separated by commas in tRéeCSV
E.g.Mindarray-Host1,192.168.1.101

Mindarray-Host2,192.168.1.102
SelectDepartmentfrom thellist.

SelectRPHrom thelist.

Select theDevice typeas Linux/Unix host asset or Windows hasset.

Provide theCredentialProfile.

Note: In caseof Linux/Unix host assetprovide SSHcredentialsand in case of Windows
host asset provide WMiredentials.

8. Click orCreateto add new assediscovery.

9. Click orRunto run thediscovery.

10. Once finished, click oviiew Resulto view classifiedlevices.

11. Click orProvision Objecto add selectedievice.

No oA

Create New Asset Discovery

Name IP/Host (@ IPRange
Sales Dept Assets 192.168.1.1-200
Department RPE
Core Infra Master RPE
Device Types to Discover Credential Profile (s) m
Linux/Unix Host Asset € | Windows Host Asset @ m Server-121 @
Discovery Parameter (s)
Windows Host Asset '4

Linux/Unix Host Asset '4
Port 22

SSH Private Key

MAG Address

Broadcast Address

MAC Address

Broadcast Address

m Reset

Figure 3 AssetDiscovery

3.1.5.Example- Adding Hypervisors and Virtual Machines

Followthe stepsgivenbelowto addhypervisorgdeviceby runningnetwork discovery:

1. Navigate toAdmin> Network Discovery> New > Device, Server &pps.
2. Provide theNamefor the discovery.

3. IP:for singledevice
IP Rangefor multipledevices.
CSV Import: for selected multiple devices. When you need all those devicesagistovery,
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directlyimport the CSV file.
Note: Provide hostname and IP address of that host sepafagesbmmas in the CSV File.
E.g. MindarrayHost1, 192.168.1.101

MindarrayHost2, 192.168.1.102
4. Select theDepartmentfrom the list.

5. Select theRPERemote Polling Engine) from thst.

6. Ping Check Required check if ICMP is enabled. In case you wisivoid ICMP check e.g.
database does not need ping check, then you can disable the option

7. SelectDevice Typdrom the list to be discovered such as HypeServer, Citrix XeServer,
VMware ESX/ ESSeérver.
Note: In this casealso add respectiveresource type to be discovered- HyperV Virtual
Machine, XenVirtual Machine, Xen Network Interface, ESX Virtual Madtne
8. ProvideCredential ProfilgVMware/HypefV/Citrix).
9. Click onCreateto create newdiscovery.
10. Click orRunto run thediscovery
11. Once finished, click ofView Resulto view classified Hypervisors and Virtichines.
12. Click provision object to add selectdevices.
Note: DiscoveredHypervisornode will be listed under Nodetab, Virtual Machineswith in
Hypervisor will be listed under Virtlilachine Tab. Selected Objects should be displatedp
of pop-up the as total number of nodes, resources, applications, viniaghines.
13. Click orProvision Objectadd selectedbjects.
Note: Youcan monitor virtual machinesat both VM and Host level. To monitor them at

host level providethe IPaddressangein NewDiscoveryandselectthe devicetype as
Windows LinuxUnix.

3.1.6.Example- Add Network Device Monitor

To monitor network devices, the system asse:
1 SNMP
Follow the steps given below to cteaNetwork Devicéonitor:

1. Navigate toAdmin>Network Discovery> New >Device, Server &pps
2. Provide theNamefor the discovery.
3. IP:for singledevice
IP Rangefor multipledevices.
CSV Importfor selected multiple devices. When you need all thoseicks again fodiscovery,
directly import the CSHe.
Note: Providehostnameand|Paddressof that hostseparatedoy commasin the CS\File.
E.g.MindarrayHost1,192.168.1.101
Mindarray-Host2,192.168.1.102

Select theDepartmentfrom the list.
Selectthe RPERemote Polling Engine) from thst.

ok
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6. Provide IP with one of théree options
IP:for singledevice
IP Rangefor multipledevices in a range.
CSV Importfor only a number of selected multiple devices. When you need all those devices
againfor discovery, directly import the CHlé.
Note: ProvidehostnameandIPaddressf that hostseparatedby commasn the CS\File
E.g.MindarrayHost1,192.168.1.101
Mindarray-Host2,192.168.1.102

7. Select theDepartmentfrom the list.
8. Select theRPERemote Blling Engine) from thést.
9. Ping Check Requiretd check if ICMP is enabled. In case you wish to avoid ICMP check e.g.

database does not need ping check, then you can disable the option.

10. SelectDevice Typdrom the listto be discoveredThisincludestypesof devicesnamelyNetwork
Device, Server, Virtualization, Database Server, Application Skflideiteware, Platform and
Web Servetypes

Discovery ParameterdAlso provide the required parameters to make the connectixg.Port
number and Database stance name in case of Databafiscovery.

11. Provide theResource Typ# bediscovered.
12. ProvideCredential Profilesor SNMP Profile
13. Click onCreateto add new discovery.
14. Click orRunto run thediscovery.
15. Once finished, click oviiew Resulto viewdiscowered Network Devices and Interfaces
16. Click orProvision Objecto add selectedNodes and Resources
Note: DiscoveredNetwork Devicewill be listedunderNodetab. SelectedObjectsshouldbe

displayedat top of the pop-up astotal numberof nodes,resources

Thesystemstartsmonitoringfor addedobjectsanddisplaysa confirmationmessagef the action.

3.1.7.Example- Add Server Monitor

To monitor servers, the system case:

1 SNMP
1 SSH
1T WMI

3.1.7.1. Adding Windows Monitor

MindArray Minder monitors the system resouragsing SNMP by default. However, in the abserice
SNMPon the devicesthe non-SNMPwindows devicescan be monitored usingWMI. All the Windows
devicetemplates have the resourcemonitors preconfigured.All you will need to do is, changethe
associated SNR! polling method t&VMI.
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Prerequisites to add windows for monitoring

For monitoring the Windows environment using WMI, Minder Windows Service must
necessarilybe installed on a Windows machine. By default Windows Service is installed if
Minder Server isnstalled on Windows machine. If you have deployed Linux version of Minder
then Minder Windows Service mudte installed on another Windows machine. For more
information on installing Minder Windows Service, pleasesee section: & L y & GWiridéws y 3
Service for Linux 5 S LI 2 & YEeyides) theddevice where Minder Windows Service is
installed and the monitored remote Windows devices must have WRRICand DCOMservices
enabledon them. Authenticationto the remote devicesusingWMI requiresyou to login asa
domain user with administrator privileges.Thisis a requirement of the WMI protocol. If the
device is in a workgroup, the system user name and password shdfitee.

Microsoft WindowsDesktopand ServerOScanbe monitored usingWWMI and SNMPpollingmethods.

Create New Network Discovery
Name P (® IPRange CSV Import
Windows 192.168.1.1-254

Department RPE

Core Infra v IMaster RPE v

Device Type (s) Resource Type (s) Credential Profile (s) m
Windows Host Server €@ Windows Network Interface € DC Credential €
Windows Process €3
Discovery Parameter ()
Windows Host Server &
MAC Address
Broadcast Address

Figure 3.1.7.1 Adding WindowWsonitor

Follow the steps given below to create windows semenitor:

1. Navigate toAdmin>Network Discovery> New >Device, Server &pps.

2. Provide theNamefor the discovery.

3. IP:for singledevice
IP Rangefor multiple devices.
CSV Importfor selected multiple devices. When you need all those devices again
for discovery, directly import the CHlé.

Note: Providehostnameand IPaddresof that host separatedby commasin the
CSVFile.

E.g.Mindarray-Host1,
192.168.1.101
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Mindarray-Host2,
192.168.1.102

4. Select theDepartmentfrom the list.
5. Select theRPERemote Polling Engine) from thst.

6. Allow Ping check or disable the option.

6. Selectthe DeviceTypeas SNMPHost serverto monitor serverresourcesusingSNMP For
WMI select Windows HoServer
Discovery ParametersAlso provide the required parameters to make the connectidag.
In case of SNMP Host server Port number (For Server default g@61%

7. Provide theResource Type be discovered, E.g. Infecce, Processtc.

8. ProvideCredential Profilesor devicetypes.

9. Click onCreateto create private networkliscovery.

10. Click orRunto run the networkdiscovery.

11. Once finished, click oviiew Resulto view classifiedlevices.

12. Click orProvision Objecto add selecteddevice.
Note: Discovered private network node will be listed under Node tab, Sel€abgects
should be displayed at top of the pagp as total number of nodes, resourcapplications.

13. Click orProvision Objecto add selecteabijects.

Thesygem discoverdostto start monitoringanddisplaysa confirmationmessagef the action.

3.1.7.2. Example- Adding Linux/Unix Monitor
Linux/Unix Server OS can be monitored using SHH and SNMPmetligls.
OS supported by MindArray Mindare:

Linux

SunSolaris
FreeBSD/OpenBSD
HP UX/Tru64

IBM AIX

MacOS

Novell

UnixWare

= =4 =4 4 4 4 A 4

Follow the steps given below to create any of the above seeaitors:

2. Navigate toAdmin > Network Discovery>New > Device, Server &pps.

Provide theNamefor the discovery.

3. IP:for singledevice
IP Rangefor multipledevices.
CSV Importfor selected multiple devices. When you need all those devices &gain
discovery, directly import the CHilé.

N
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Note: Providehostnameand IPaddres<of that hostseparatedoy commasin the CS\File.
E.g.MindarrayHost1,192.168.1.101
Mindarray-Host2,192.168.1.102

4. Select theDepartmentfrom the list.

5. Select theRPERemote Polling Engine) from thst.

6. Allow Ping check or disable the option.

6. Selectthe DeviceTypeas SNMPHost serverto monitor serverresourcesusingSNMP.For
SSH select Linux/Unix H&strver
Discovery Parametersilso provide the required parameters to make the connecti@hg.
In case of SNMP Host server Port number (For Server default port is #161) For SSHsdefault
port# 22.

7. Provide theResource Typeo be discovered, E.g. Interfaciybs.

ProvideCredential Profilefor devicetypes.

9. Click onCreateto create networldiscovery.

10. Click orRunthe network discovery to stadiscovery.

11. Once finished, click oviiew Resulto view clasifieddevices.

12. Click orProvision Objecto add selectedievice.
Note: Discovered private network node will be listed under Node tab, SeleCiejgcts
should be displayed at top of the pap as total number of nodes, resourcapplications.

13. Click orProvision Objectto add selecteabjects.

o

The system discovers host and displays a confirmation messageautite

3.1.8.Troubleshoot Unknown Device in Network Discovery
System is not able to recognize the device due to nneasons:

Authenticationfailed.
System did not fetchOID.
WMI/SNMP services failed.
Failing ofing.

Port connectiorfailed.
Server Error and margther.

o0k wbh e

Follow the steps given below to know about tleason:

1. Navigate tcAdmin > Network discovery> click oriView Resulticon of a particlardiscovery.
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Network Discovery Result - 192.168.1.1-254 -WMIK

| @setecteaobiecs Viewiog

L Discovered Objects @ Nodes 7 Resources *) Applications €7) virtual Machines
Q 500 v

-

Node Name Node Type Credential Profile

Node Name Node Type

+ HyperV @D

+ Unknown Devici

+ Windows @D

Showing 1 to 33 of 33 entries

Provision Objects

Figure 3.1.8.: UnknowDevice

2. UnderUnknown Devicecolumn, click ortlick toTroubleshoot

Network Discovery Result- 192.168.1.1-254 -WMIK

| S setectea obiects view Log

[J Discovered Objects €D Nodes £ Resources -) Applications €T) virtual Machines
Q 500 X

-

Node Name Node Type Credential Profile

fential

Node Name Node Type

+ Hyper-V o

— Unknown Device X))

# 19216811 Unknown Device Click to Troubleshoot
nknown Device lick to Troubleshoot
# 192168.1.100 Unki D Click to Troublesh
nknown Device ick to Troubleshoot
& 192.168.1.102 Unki D Click to Troublesh:
# 192168.1.103 Unknown Device Click to Troubleshoot.
# 192.168.1.218 Unknown Device Click to Troubleshoot
# 192.1681.226 Unknown Device Click to Troubleshoot

Figure 3.1.8Troubleshoot

3. Click onlroubleshooj reason that why that device is not identified will displayed.
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Troubleshoot Mode Log-192.168.1.1

Either authentication failed or wmi service is disabled in target monitor.

Figure 3.1.8.Troubleshoot Nodkog

Note: To check about Ping fail, port connection and system OID fakotion6.10.

3.1.9.Prerequisitesto start monitoring
3.1.9.1. Prerequisites for Databas®onitor

Database supported by MindArray Mindme:

Oracle
Microsoft SQL
MySQL
PostgeSQL
IBMDB2

a s wnh e

3.1.9.2. Prerequisites for Oracle Databa$donitor

In the Oracledatabase(that you are trying to monitor), ensurethat the usernameassignedo Minder
hasthe permissiorno accesshe Oracledatabaserom the hostwhere Minderisrunning.

User Prvilege: To create a new Oracle database monitor, you should have guiivileges.
Minimum User Privileges user with CONNECT and SELECT_CATALOBIROLE

To discover and add monitors, refergection3.1.
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3.1.9.3. Prerequisites for MySQL Databadéonitor

In the MySQLdatabase(that you are trying to monitor), ensurethat the usernameassignedo Minder
hasthe permissionto accesshe MySQLdatabasefrom the host where Minder is running. Else,give
a relevant user who has the privileges to do shene.

Minimum User Privileges The user should have privilegesto execute SELECBHOWDATABASE®d
REPLICATIGMmmandsin the MySQLserver. Also, Minder machineshouldbe allowedto accesshe
MySQL databasgerver.

For enabling the privileges, execute thedvlcommands in the remote MySQérver
INSERT INTO user (Host, UsA)UES('<host>','<user>");
GRANT SELECT,SHOW DATABASES,REPLICATION CLIENJuSH>* @ k@ost>";

FLUSHRIVILEGES;

To discover and add monitors, refergection3.1.

3.1.9.4. Prerequisies for MSSQL Databas#onitor

Inthe MSSQIdatabase(that you are trying to monitor), ensurethat the usernameassignedo Minder
hasthe permissionto accesgshe MSSQIldatabaserom the hostwhereMinderisrunning.

Note: Minimum User Privileges requdereating a new monitor diSSQL.:
User should be permitted to access MASTER database & d4&ibRAse.
Roles public + db_datareader should be selected for both MASTER anddéibBses.

Database Accesseiaster
Permitin DatabaseRole db_datareade& requiresVIEWSERVERTATPpermissioronthe server.

To grantVIEW SERVER STAJd can use any of the followingethods:

1. Execute the followinguery

GRANT VIEW SERVER STATE TO username;

2. In SQL management studio for user choose Properties -> Securable -> Click Add (under securable)->
choose "All objects of the Types..." -> choose Servers -> choose Grant for "View server state"

permission.

To discover and add monitors, refer to section 3.1.

30 Minder 5.0 UseManual



sEmindarray

3.1.9.5. Prerequisites for PostgreSQL Databaddenitor

In the MSSQLdatabase(that you are trying to monitor), ensurethat the usernameassignedo Minder
hasthe permissionto accesgthe MSSQldatabasegrom the hostwhere Minder is running.

Note: MINDERusesPostgreSQsubsystenstatisticscollectorto monitor PostgeSQlserveractivity. By
default statistics collector mccessible.

Also inpostgresgl.conff A £ ST (1 K $ISTEN NDDREBIS&NJAD. G2 0 S
To discover and add monitors, refergection3.1.

3.1.9.6. Prerequisites for DB2 Databaddonitor

In the DB2 database (that you are trying to monitor), ensure that the user name assigned to kksder
the permissiornto accesshe DB2databasdrom the hostwhere Minder isrunning.

UserPrivileged:Tocreatea new DB2monitor usershouldbe ableto accessSYSPRQ&ocedures.

To discover and add monitors, refergection3.1.

3.1.9.7. Prerequisitess Web Server Monitor

Web Servers supported by MindArray Mindser

1 Apache HTTBerver
1 Microsoft lISServer
1 NginxServer

3.1.9.8. Prerequisites- Apache HTTP Servitonitor

To monitor ApacheWeb Serverthe Serverstatusand the Extendedstatus shouldbe enabledto fetch
additional information from Apachserver.

Please enable mod_atus on the HTTP server to gats.

To Enable th&erver Statusfollow the steps givebelow:
1. In Apache's httpd.conf file, locate "Location /sergtatus"tag.
2. Remove the comment in the Location/Sergtatus tag, to Enable Set Handéerverstatus

3. Change the attribute "deny from all" to "Allow fromll"
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4. Remove the comment in "LoadModule status_moduledules/mod_status.so".
5. Save the conf file and restart the Apacberver
To enable théextendedstatus, follow the steps givebelow:
1. Locate "Extende&tatus" Attribute in httpd.confile.
2. Remove the comment to enable tls¢atus.
3. Save the conf file and restart the Apa®erver

To discover and add monitors, refergection3.1.

3.1.9.9. Prerequisites Microsoft IIS ServeMonitor

To monitor IIS server ensurbat Minder has permission to access Windows server where H8sied.
Make sure Windows host server type is specified to be discovered while running the netisookery
and WMI credential profile is provided to make t@nnection.

3.1.9.10.Prerequisites- Nginx ServermMonitor
To monitor Nginx Server the Server Status shoulenadled.

To Enable the Nginx Server Status, follow the steps bilem:

6. Configure the location /server_status methoddNGINX_HOME>/conf/nginx.coffife, to
enable server_status.

7. The value of stub_status attribute should fmn".

8. Change the attribute "deny all" to "Alloall".

9. Save the conf file and restart the Ngi@&rver.

3.1.9.11.Prerequisites- Application ServeMonitor

The Application Servers supported by MindArray Minsler

JBoss
Tomcat
WebSphere
WebLogic
GlassFish
Jetty

=A =4 =4 4 -4 A
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3.1.9.12.Prerequisites- JBoss Servévlonitor

Note: MINDERusesIJMXto monitor JBossserver.JMXshould be enabledto retrieve the information
from JBoss.

If JBosss hostedon Windows platform, then there are two waysyou canconfigureJMXin JBoss:

 WindowsService
T Windows Commandine

Configuring JMX in JBoss (tested on ver%on)
Windows Service

33

path to your JBossistallation:

set "JAVA_OPTS=%JAVA_OPRTS%
Djavax.management.builder.initial=org.jboss.system.server.jmx.M
BeanServerBuilderimpl"

set "JAVA_OPTS=%JAVA_OPDB#ss.platform.mbeanserver"”

set "JAVA_OPTS=%JAVA_OPRTS%
Dcom.sun.management.jmxremote.port=8686"

set "JAVA_OPRSE%JAVA_OPTS%
Dcom.sun.management.jmxremote.ssl=false"

set "JAVA_OPTS=%JAVA_ ORTS%
Dcom.sun.management.jmxremote.authenticate=false"

X

rem Setup JBoss specifiioperties

set JAVA_OPT®program.name=%PROGNAMEBIAVA_OPTS%
set "JAVA_OPTS=%JAVA_ ORTS%
Djavax.management.builder.initial=org.jboss.system.server.jmx.M
BeanServerBuilderimpl”

set "JAVA OPTS=%JAVA_OPDB#ss.platform.mbeanserver"

set "JAVA_OPTS=%JAVA_ ORTS%
Dcom.sun.management.jmxremote.port=8686"

set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.managment.jmxremote.ssl=false"

set "JAVA_OPTS=%JAVA_OPRTS%
Dcom.sun.management.jmxremote.authenticate=false"

X

Register JBoss as a service by run8sipOSS HOMHESIO\ service.bat

Install.

1. Edit%JBOSS_ HOMBn\ run.bat by adding the following lines, wheféJBOSS HOMESthe

Minder 5.0 UseManual
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© © N o o b~ W

Go to the Windows Servicesnsole.
Rightclick JBoss Applicationr8er service.
ClickProperties

Click the Log On tab and then select Log on astisisunt.

ClickBrowse& FAYR G(GKS dzaSNJ a! RYAY A &G NI G2 NBEmce. | yR

ClickOk

Start the JBosservice.

Windows Command.ine

1. Edit%JBOSHOME%bin\run.bat by adding the following linesyhere

%JBOSS HOMHESdhe path to your JBogsstallation

set "JAVA_OPTS=%JAVA_OPRTS%
Djavax.management.builder.initial=org.jboss.system.server.jmx.M
BeanServerBuilderimpl"

set "JAVA_ OPTS=%JAVA_ OPDB#s.platform.mbeanserver"
set "JAVA_OPTS=%JAVA_OPRTS%
Dcom.sun.management.jmxremote.port=8686"

set "JAVA_OPTS=%JAVA_OPRTS%
Dcom.sun.management.jmxremote.ssl=false"

set "JAVA_OPTS=%JAVA_OPRTS%
Dcom.sun.management.jmxremote.authenticate=false"

X

rem Setup Boss specifiproperties

set JAVA_OPT®program.name=%PROGNAMBIAVA_OPTS%
set "JAVA_OPTS=%JAVA_ ORTS%
Djavax.management.builder.initial=org.jboss.system.server.jmx.M
BeanServerBuildermpl"

set "JAVA_OPTS=%JAVA_OPDB#ss.platform.mbeanserver”
set "AVA_OPTS=%JAVA_OPTS%
Dcom.sun.management.jmxremote.port=8686"

set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.management.jmxremote.ssl=false"

set "JAVA_OPTS=%JAVA_OPRTS%
Dcom.sun.management.jmxremote.authenticate=false":

X

2. Start JBoss by runniggJBOSS_HOMBS#\ run.bat.

34
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ForLinux Platformdo thefollowing:

1. Edit$JBOSS_HOME/bin/run.dby adding the following lines, whe&BOSS_ HOMEs$Sthe path
to your JBosmstallation:

JAVA_OPTS="$JAVA_OPTS
Djavax.management.builder.initial=org.jboss.system.server.jmx.M
BeanServerBuilderimpl"
JAVA_OPTS="$JAVA_OPji®ss.platform.mbeanservér
JAVA_OPTS="$JAVA_OPESBm.sun.management.jmxremote.port=8686"
JAVA_OPTS="$JAVA_OPT8m.sun.management.jmxremote.ssl=false"
JAVA_OPTS="$JAVA_OPTS
Dcom.sun.management.jmxremmauthenticate=false'
X
# Setup JBoss specific properties
JAVA_OPTS="${JAVA_ OPTS:+$JAVADpRIgam.name=$PROGNAME}"
JAVA_OPTS="${JAVA_OFDfMogram.name=$PROGNAME}"
JAVA_OPTS="$JAVA_OPTS
Djavax.management.builder.initial=org.jboss.system.servarlyin
BeanServerBuildermpl"
JAVA_OPTS="$JAVA_OPJi®ss.platform.mbeanservér
JAVA_OPTS="$JAVA_OPT8m.sun.management.jmxremote.port=8686"
JAVA_OPTS="$JAVA_OBPE8m.sun.management.jmxremote.ssl=false"
JAVA_OPTS="$JAVA OPTS
Dcom.sun.management.jmsmote.authenticate=falsé
X

2. Run JBoss by runniggBOSS_HOME/bin/run.sh

3.1.9.13.Prerequisitess Tomcat ServeMonitor

Note: MINDERusesJMXto monitor Tomcatserver.JMXshouldbe enabledto retrieve the information
from Tomcat.

If Tomcatis hostedon Windows platform, then there are two waysyou canconfigureJMXin tomcat:

1 WindowsService
1 Windows Commandine

Configuring Apache Tomcat (tested on versiog)
Windows Service

1. Open Tomcat configuration: Start > All Programs > Apache Tomcat > Configwoat.
2. Open theJavatab andthen add the following lines to théava Option®ox:
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9.

© N o o &> W

-Dcom.sun.management.jmxremote

-Dcom.sun.management.jmxremote.port=6969
-Dcom.sun.management.jmxremote.ssl=false
-Dcom.sun.management.jmxremote.authenticate=false

ClickApply.

Goto the Windows Servicesnsole.

Rightclick the Apache Tomcat serviaedthen clickProperties

Click theLog Ortab andthen select Log on as thascount.

ClickBrowsel YR FAYR GKS dzaASNJ a! RYAY A &l NI tnwkdE
ClickOk.

In the Tomcat Configuration window, return to the General aaldthen start theservice.

Windows CommandLine

36

1.

Openthe file % TOMCAT _HOMEB\ catalina.batand add the following linesinto the Debug,
Run and Start sections where % TOMCAT_HOME% istthefpeur Tomcainstallation:

set "JAVA_OPTS=%JAVA_ OPD&SMm.sun.management.jmxremote"
set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.management.jmxremote.port=8686"

set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.management.jmxremote.ssl=false"

set "JAVA_OPTS=%JAVAT &R
Dcom.sun.management.jmxremote.authenticate=false"

X

:doDebug

set "JAVA _OPTS=%JAVA_OPD&8M.sun.management.jmxremote”
set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.management.jmxremote.port=8686"

set "JAVA_OPTS=%JAVA OPTS%
Dcom.sun.management.jmxremotslsfalse"

set "JAVA_OPTS=%JAVA_OPRTS%
Dcom.sun.management.jmxremote.authenticate=false"

shift
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X
:doRun
set "JAVA OPTS=%JAVA_OPD&8M.sun.management.jmxremote”
set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.management.jmxremote.port=8686"
set "JAVA_OPTS=%2A0OPTS%
Dcom.sun.management.jmxremote.ssl=false"
set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.management.jmxremote.authenticate=false"
shift
X
:doStart
set "JAVA_OPTS=%JAVA_ OPD&SM.sun.management.jmxremote"
set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.managemeiaxremote.port=8686"
set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.management.jmxremote.ssl=false"
set "JAVA_OPTS=%JAVA_ORTS%
Dcom.sun.management.jmxremote.authenticate=false"
shift
X

2. Run%TOMCAT_HOME®N\ startup.bat to startTomcat.

ForLinux Platformdo thefollowing:

37

1. Open$TOMCAT_HOME/bin/catalina.séind then add the following linesinto the Debug,Run
and Start sections, whe@TOMCAT _HOME%the path to your Tomcatstallation:

JAVA_OPTS="$JAVA_OPESBmM.sun.management.jmxremote"
JAVA_OPTS="$JAVA_OPE8m.sun.management.jmxremote.port=8686"
JAVA_OPTS="$JAVA_OPESBmM.sun.management.jmxremote.ssl=false"
JAVA_OPTS="$JAVA_OPTS
Dcom.sun.management.jmxremote.authenticate=false

X
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if [ "$1" = "debug" ] then
JAVA_OPTS="$JAVA_OPESBmM.sun.managementjxremote"
JAVA_OPTS="$JAVA OPTS
Dcom.sun.management.jmxremote.port=8686"
JAVA_OPTS="$JAVA OPTS
Dcom.sun.management.jmxremote.ssl=false"
JAVA_OPTS="$JAVA OPTS
Dcom.sun.management.jmxremote.authenticate=fdlse

if $0s400then

X

elif [ "$1" = "run" ]ithen
JAVA_OPTS="$JAVA_OPTt8m.sun.management.jmxremote"
JAVA_OPTS="$JAVA OPTS
Dcom.sun.management.jmxremote.port=8686"
JAVA_OPTS="$JAVA OPTS
Dcom.sun.management.jmxremote.ssl=false"
JAVA_OPTS="$JAVA OPTS
Dcom.sun.management.jmxremote.authenticatatse”

shift

X

elif [ "$1" = "start" ] then
JAVA_OPTS="$JAVA_OPT8m.sun.management.jmxremote”
JAVA_OPTS="$JAVA_OPTS
Dcom.sun.management.jmxremote.port=8686"
JAVA_OPTS="$JAVA_OPTS
Dcom.sun.management.jmxremote.ssl=false"
JAVA_OPTS="$JAVA OPTS
Dcom.sun.management.jmxremote.authenticate=false

if [1 -z "SCATALINA_PIDtHen

X

2.Run the$TOMCAT_HOME/bin/startup.sbommand to starfomcat.

38
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3.1.9.14 Prerequisitess WebSphere Server Monitor

Note: Minder usesPerformance Monitoring Infrastructure (PMEp monitor WebSphere. PMI shoube
enabled to retrieve information from WebSpheserver.

To enabldP?Mldo the following (tested version):

1.

© © N o g > WD

I T
N B O

13.
14.
15.
16.
17.
18.
19.
20.

Check to see if PerfServletApp.ear is inlibie

In the left pane, clicMonitoring and Tuningand Performance Montioring Infrastructure(PMI).
Select your server. In the Configuration tab, enable the PMI and sgtiafiitics.

Set All Statistics in the Run tiniab.

Save althanges.

In the left panel, click Expand Servers and Sdyes.

Click WebSphere Applicaticcervers.

In the main window, click yowerver.

In the Server Infrastructure section, expand Java and Pritasagement.

. Click ProcesBefinition.
. In the Additional Properties section, click Java Vifledthine.

. In Generic JVM Arguments, add tiefowing:

-Djavax.management.builder.initiai=

Dcom.sun.management.jmxremote

Save althanges.

Go to the Windows Servicesnsole.

Rightcclick the IBM WebSpheervice.

ClickProperties.

Click the Log On tab and then select Log on astiesunt.

ClickBrowt S FAYR (GKS dzaASNJ a! RYAYAAUNI G2Mke | YR (KSE
Click Ok.

Restart the IBM WebSphere Applicati®arver.

3.1.9.15.Prerequisitess WebLogic Serve¥lonitor

Prerequisite:To add support for WebLogic server, you need to copyitieliclient.jarfrom WebLogic
installation. On your WebLogic host, navigate to the folder where the WebLogic server was insislled. It
typically installed aDracle/Middleware/wlserver_/server/lib.

39
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Locate thewlfullclient.jarlibrary.

For more informatia, refer to the followingarticle:
http://docs.oracle.com/cd/E12840 01/wis/docs103/client/jarbuilder.html

For WobLod.x:

Copy the wifullclient.jar library from folder <WeblLogic Home>/weblogic92/server/lin  Remote
WebLogic server version 9 to your MindArray Minder server. The target folder for these idiles
typicallyC\Program FiladindArraySystemsMindenlib

For WobLodLO.x:

CopyWeblogic.jarwiclient.jar,wljmsclient.jarfrom folder <WeblogidcHome>/wliserver_10.0/server/liim
Remote WebLogic server version 10 to your MindArray Minder server. The target folder for theg files
typicallyC\Program FilédindArraySystemsMindenlib

Note: You will need taverwrite the existindiles.

MINDER use3MXto monitor WebLogic. JMX should be enabled to retrieve information fYdebLogic
server. To configurdMXdo the following (tested versior):

For Windowsplatform

1. Edit the following file, where %MIDDLEWAREME% is the path of your WebLogistallation:
%MIDDLEWARE_HOMEXOraclé Middlewaré user_projectsdomaind<your_domainkbin\s
etDomainEnv.cmd

Add the following lines to the end of thite:

set "JAVA_OPIONTS=%JAVA_OPTIONS%
Dcom.sun.management.jmxremet

set "JAVA_OPTIONS=%JAVA_OPTIONS%
Dcom.sun.management.jmxremote.port=8686"
set "JAVA_OPTIONS=%JAVA_OPTIONS%
Dcom.sun.management.jmxremote.ssl=false"

set "JAVA_OPTIONS=%JAVA_OPTIONS% -
Dcom.sun.management.jmxremote.authenticate=false"

2. Restart WebLogiServer.

For Linuxplatform

1. Edit the following file, where %MIDDLEWARE_HOME% is the path of your Weaixtatiation:
$MIDDLEWARE_HOME/user_projects/domains/<your_domain>/bin/setDomainEnv.sh
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Add the following lines to the end of thite:

JAVA_OPTIONSJAVA_ OPTION®OM.sun.management.jmxremote”
JAVA_OPTIONS="$JAVA OPFmM&M.sun.management.jmxremote.port=8686"
JAVA_OPTIONS="$JAVA OPTFmM&M.sun.management.jmxremote.ssl=false"
JAVA_OPTIONS="$JAVA_OPTIDNE@N.sun.management.jmxremote.authenticafalse"

2. Restart the WebLogiserver.

Note: If you are havingdifficulty configuringWebLogido work with Javaand/or SNMP the JMXJava
options may not be set in the proper place for your setup of WebLogic.Someimplementationsof
WebLogicunder Windows require the JavaJMXoptionsto be placedin a registry key, as opposedto
the setDomainEnv.cmiie.

3.1.9.16.Prerequisites Glassfish Servavionitor

Note: MINDER uses JMX to monitor Glassfish server. IMX should be enabled to retrimferthation
from Glasfish.

To enable JMX in Glassfish do fibiéowing:

1. Run the Glassfish Applicati@erver.

N

Open a web browser and then navigate to: http://hostname:4848, where hostname isaime
of your Glassfiskerver.

In the left panel, clickonfigurationsserverconfig.
In the main window, clicBVMsettings

Click theJVM Optiongab.

ClickAdd JVM Optiorand then type

o 0~ W

Djava.rmi.server.hosthname=yourhostname.com in the blank field, where yourhostnaméscom
the hostname of your Glassfiskrver.

7. ClickAdd JVM Opbn and then type-
Dcom.sun.management.jmxremote.ssl=false in the bfeahd.

8. ClickAdd JVM Optiorand then type-
Dcom.sun.management.jmxremote.authenticate=false in the biifdk

9. ClickSave

10. Restart the Glassfisterver.

By default, Glassfish useMX on port 8686. To change the JMX port you should find ¢he Y E
02y ySOi2NE WEEASSRASHYHONEI§Efishdomaind<your domain¥configdomain.xml,
where%GLASSFISH_HOME&#e pathwhere Glassfishs installed,then changethe port value.
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3.1.9.17.Prerequisites- Jetty ServemMonitor

Note: MINDERusesJMXto monitor Jetty server.JMXshould be enabledto retrieve the information
from Jetty.

To enable JMX in Jetty do tfalowing:

1. Edit the IMXetty.xml file located at iatc/jetty-jmx.xml.

<New id="©@nnectorServertlass="org.eclipse.jetty.jmx.ConnectorServer">
<Arg>
<New class="javax.management.remote.JMXServiceURL">
<Argtype="java.lang.String">rmi</Arg>
<Arg type="java.lang.String
<Arg type="java.lang.Integer"><SystemPropagyne="jetty.jmxrmport"
default="1099"/></Arg>
<Arg type="java.lang.String">/jndi/rmi://<SystemPropergme="jetty.jmxrmihost"
default="localhost"/>:<SystemProperty nhame="jetty.jmxrmiport"
default="1099"/>/jmxrmi</Arg>
</New>
</Arg>
<Arg>org.eclipse.jetty.jmx:name=rmicoraterserver</Arg>
<Call name="start/>
</New>

2. Edit the Start.ini in installation root, uncomment the followiimges.
OPTIONS=jmx
jetty.jmxrmihost=localhost
jetty.jmxrmiport=1099
-Dcom.sun.management.jmxremote
etc/jetty-jmx.xml

3. Restart the Jettgerver.

3.1.9.18.Prerequisites- Middleware Monitor

The Middleware supported by MindArray Mindsr

ActiveDirectory
WebSphere Messad@ueue
Active Messag®ueue
Microsoft Messag®ueue

= =2 =4 4
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1 Rabbit Messag®ueue

3.1.9.19.Prerequisites- Apache Active Message Quelonitor

Minder uses JMX to monitor Apache ActM&).
To enable JMX, following java runtime options needs to be added tcapplication:

Dcom.sun.management.jmxremote.
Dcom.sun.management.jmxremote.port=1111
Dcom.sun.management.jmxremote.ssl=false
Dcom.sun.management.jmemote.authenticate=false

Note: Replace 1111 with your installation port. 1111 is defpait.

3.1.9.20.Prerequisites- Rabbit Message Queue Monitor

Minder uses rabbitmgnanagement plugin to monitor RabiilQ.
The management plugin is included in the Rabbittii€@ribution. To enable it, ugabbitma-plugins

rabbitmgplugins enableabbitmg_management

Note:! a SNJ Ydzali KI @S privieges' A G 2 NAYy 3¢ f SOSH
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4 Working with Monitors
Thissectionprovidesinformation and proceduresor managingmonitorsin the system.

4.1 Viewing the MonitorList

The Monitor list under Monitors showsall monitors in the system.From this view, you cansearch
for monitors and perform a range of management tasks lbmanitors.

To access the monitor list navigateMmnitors >Monitors.

Simindanay woEEEm B PRSP Q (W +iadmin @

B

@Mommls Monitor Groups Monitor Dependency Menitor Templates

&
New ~ Actions + Grouping =

i!l
- e -
A Name ~  Type Sewerity Availability Status Group 4 Department RPE Note
= = App Serversa
- 192.168.1.114 - Tomcat &% Tomcat m App Servers Core Infra Master RPE & [:\ B
= 192 1681 249 - GlassFish =1 Glassfish EXI  sppsenvers Core Infra Master RPE £08
A = Database Gruupo
2] 192.168.1.2 - master - MSSAL F-MssaL m EXO  ostebasecroup Core Infra Master RPE S08
= 192.168.1.2 - servicedeskankit - MySQL @ MysaL m m Database Group Core Infra Master RPE & ﬂ a
£ ADMIN-PC - DBZ {3 DB2 EXM  ostavase Group Core Infra Master RPE £08

WIN-CO5BCFRF209 - ipmconfigdb - Postgres W PostgreSaL m m m Database Group Core Infra Master RPE & ﬁ a
il WIN-G0087JASODA - ORACLE Oracle m m m Database Group Core Infra Master RPE S008
L = End u:serMomtorso
L 4 119.18.61.133 - Ping Moniitor = Ping  Cloar | m EXD  Enouserbonitors | Corelnfra Master RPE &S00
- mindarray-pc8 - FTP Monitor S FTP  Cloar | m EXI  Enouserbonitors  Corelnfra Master RPE £ 08
& m End User Monitors  Core Infra Master RPE S08

mindarray-pcs - SFTP Monitor & FTP

Figure 4.1 MonitoL.ist

4.2 Monitor List

Monitors are organized in the Grid vidoy:

Monitor Name

Monitor Type

Severity

Availability

Status

Group

Department

RPE

Note

Editg Manage Aarms¢ Shared details

= =4 -4 -4 48 -4 a2 -4 -4 2
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1. Click theMonitor Name column header to sort bgame.
ClickShow/Hidecolumn button to add/remove columns in thggid.
3. Drag and shift the columns according to your preference.

N

4.3 Managing Monitors from the MonitorList

You can perfan some management tasks for monitor at a time. Yaut

9 Edit individual monitor. (Change name & polling intervals, Enable/Disable nettrics
9 Enable/Disable/Delete Alarms.
9 Assign monitors to Departmeritdsers(ShareMonitor).

4.4 Managing Monitor and PerfomanceAttributes

Read the information and procedures in this section to learn about specific monitor managéaskst
including

Renamingmonitor

Enabling performance attributes & pollingerval
Changing monitocredentials

Changing monitoRPE

Changingnonitor department

Deleting amonitor

Disabling anonitor

Maintenance state

= =4 =4 =4 -4 4 A 9

4.5 RenamingMonitor

Because the system uses the manage IP to monitor a device, the device name may be differ@st than
fully qualified domain nam@-QDN).

Follow the steps givendbow to rename anonitor:

1. Navigate toMonitors >Monitors.

2. Clickeditbutton of Monitor. The Update Monitor page appears in ngindow.
3. Clickditbutton of Monitor name. The Update property pajp appears.

4. Enter the new name for the monit@ndthen clik Update.

The system renames the monitor and displays a confirmation messageaiftitie.
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4.6 Enabling Performance Metridc€ omponents)
To enable or disable performance metrics (components) from multipleitor:

Navigate toMonitors >Monitors.

Click m Action > Polling Scheduletowards the top right corner of thegrid.
ClickEditto enable/disable metrics and their polling timewaslI.
ClickUpdate.

pPowbd e

To enable or disable performance metrics (components) from singiétor:

1. Atthe top of the Monitor overviewpage,havigateto Actions> Polling Scheduler The Update
Polling Scheduler page appears in ngindow.

2. ChoosePerformance Metricgo enable/disable.

ProvidePolling Timein seconds.

4. ClickUpdate.

w

The system enables/disables performance attrésifor the monitor and displays @nfirmation
message of thaction.

Note: Polling interval must always be multiply by 10. Minimum supported polling intervalse@&thds
for any metriccategory.

4.7 Changing Monitor Credentials

To changepasswordor to appy new credentialsin the system,go to the sectiontitled "Credential
Profile."

Note: Youcan changeMonitor profiles attachedto monitor but attached polling method cannot be
changed. You must create new monitor if you later decide to monitor node wffegent polling
method.

To change applied polling credential profile fromnitor:

Navigate toMonitors > select theMonitor.

ClickEditbutton of Monitor. The Update Monitor page dialagpears.
ClickEditbutton of Credential Profile. The Update pespy popup appears.
Change credential profile from the dropdowmenu.

ClickUpdate.

© 0o N O

The system updates new credential for the monitor and displays a confirmation messagactidhe
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4.8 Changing RPE (Remote Polling Engine) of Multiple Monitors

To changaldpdate RPE into multipl@monitors:

Navigate toMonitors > Monitors tab.

Select monitors from thést.
ClickAction>ManageRPE

SelectRPEyou want to apply from the dropdowiist.
Note: To manage RPE navigateAdmin PanebRPE
5. ClickUpdate.

PN

Thesystemupdatesnew RPHor selectedmonitorsanddisplaysa confirmationmessagef the action.

Note: Monitor Location will be inherited from the RRIEation.

4.9 Deleting a Monitor
To delete a monitor from the system, follow the steps givelow:

1. Navigateto Monitors >Monitor.
2. Select monitors from the list, cliékeletebutton underActions.
3. ClickYes.

The system removes the monitors and associated data from Datatvagisplays aconfirmation
message of thaction.

4.10 Disabling aMonitor
Todisablesinde/multiple monitorsfrom the system follow the stepsgivenbelow:

1. Navigate taMonitors >Monitor.
2. Select monitors from list, navigate to ActionBisable
3. Clickyes.

Thesystemdisableghe monitorsanddisplaysa confirmationmessagef the action.
Note: Coremonitoringandalertingappliedto anindividualmonitor isalsodisabled.
4.11 MaintenanceState
Maintenancestate allows scheduledproduction changesof a monitor or all monitor in a system.You
might want to set up a maintenance state, for exale, to prevent alerts and warnings whijeou

perform configuration changes or rebootlavice.
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To changea monitor state from enabledto maintenanceon single/multiple monitors follow the steps
givenbelow:

Navigate toMonitors >Monitor .

Select monibrs from thelist.

ClickAction > Maintenance ModeOn/Off.

Choose Infinite or scheduled time to turn off maintenaacgomatically.
ClickUpdate.

arwbdhpeE

The system changesthe monitor state as Maintenanceand displaysa confirmation messageof the
action.

Note: Coremonitoring and alerting appliedto an individualmonitor is also disabledand only monitor
availabilityis enabledfor this state (Availabilitywill be markedasMaintenancemode).

4.12 Move/Change Department of Single/Multipl®onitors

Warning:Movinga monitor permanently from one department removes the monitor and affectshal
SLA,BusinessServices Widget and Reportsassociatedwith that monitor in source department. In
addition, any attached credential profile created by that department's adstiatior/users is
permanently moved to target department. For more information about security see seésxicurity.

To change/update Department into multiple monitors, follow the steps giedow:

Navigate to theéMonitors >Monitors.

Select monitors fronthe list.

ClickAction>Move Department

SelectDepartmentfrom the dropdown list to movenonitors.

Note: To manage Department navigate to Admin Pari@epartments.
5. ClickMove.

»powbde

The system updates new Department for selected monitors and displays iancaiidn message othe
action.
4.13 Sharing Monitors to otheDepartments/Users

Warning: Departments are permissiebased entities that comprise the Minder security modgle
recommendthat youreadthe reviewsecuritysection14 before makingchangego department.

Minder allows you to share monitors to other department with Fullaccessor ReadOnly permission.
When a monitor is shared to another department, any new changes done after the Sare
automatically shared or visible to the targigpartment.
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Warning: The credential profile attachedto monitor is availableto target departmentif sharetype is
Fullaccess.

SharingEntities

Share Monitors

Access Type Entity Type
.;E:;. Read-Only Full Access .;:E:;. By User By Department
Entity

| admin @)

Figure 4.25hare Monitor to othedepartment/user

Follow the steps given below to share monitor to other departtn@ruser:

Navigate toMonitors >Monitors.

Select the monitors you want &hare.

ClickSharebutton under Actions menu. Share monitor diakygpears.

Choose théAccessas Reaebnly orFullaccess.

Choose whether you want to share to other user of al tiser of othedepartment.
ClickShare

ok wnNE

The system now makes the monitor visible to specified department/asddisplaysconfirmation
message of thaction.

Note: Sharing monitor to other user/department also gives the readly access to users belotm
targetdepartment.
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4.14 Monitor Groups

To create a Monitor Groups, follow the steps gibetow:

Figure 4.3 MonitoGroups

1. Navigate toMonitors >Monitor Groups
2. Provide the MonitoiGroupName

3. SelectParent Grougrrom thelist.

4. ClickCreate.

Thesygem will createMonitor Groupanddisplaysconfirmationmessage®f the action.

4.15 Assign Monitors Group

OnceMonitor groupis created,you canset the businessulesto automaticallyassignnew monitorsto the
group.

Follow the steps given below to manlyaassign monitors to specificoup:

Navigate toMonitors >Monitor Groups> Navigate tdsroup Bar
Click omAssignMonitors icon.

Select theMonitors from the list.

ClickAssignMonitors.

PR
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