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1. Installing MindArray Minder 

Minder is a composite application that comprises three basic software components: 

¶ Data Store (configuration database) ς built in 

¶ Web application (User Interface) ς built in 

¶ Data Polling Engines ς built in 
 

The application and the Data Store are installed on the same server. 
 

1.1 Supported Platforms 

Windows 
¶ Windows Server 2012 

¶ Windows Server 2008 R2 

¶ Windows Server 2003 Enterprise x64 Edition 

¶ Windows 7 x64 Edition 
 

Note: If you are running Windows Server 2008, you must upgrade to Windows Server 2008 R2 

because Minder 5.0 does not support Windows Server 2008 due to known WMI issues. 

Linux 
¶ Fedora 

¶ CentOS 

¶ Ubuntu 

¶ RedHat 

 
1.2 Hardware Requirements 

Some desktop-class processors like the Celeron (which has minimal onboard cache) are not suitable for 
use with Minder. MindArray strongly recommends Pentium 4/M, Xeon, or equivalent processors. 

 

The minimum hardware requirements for MINDER are: 

¶ 2GHz+ CPU on x64 platform 

¶ 4GB RAM 

¶ 20GB disk space (SCSI or fast IDE) 
 

MindArray recommends the following hardware configuration: 

¶ 2 x 3GHz+ Intel Xeon CPU 

¶ 4GB RAM 

¶ 60GB disk space on RAID-5 configuration (SCSI/SATA) 

Additional Minder Requirements: 

Enterprise-level Minder deployments with the potential for more than 1,000 monitors may need 
additional computing resources above the standards required for MindArray common components: 



 

1.3 Windows Software Requirements 

You must install the following software on Windows platforms: 
 

¶ Latest Windows Updates 

¶ .NET Framework ς Version 3.5, .NET Framework 4.1 is recommended. We also provide it with the 
setup of Minder. 

¶ Windows operating system management and monitoring tools component. 

¶ Firefox version 30+. (Used for Website monitoring. If you are not planning to monitor Website ς 

ignore this requirement) 

¶ Disable Sleep Mode on Host 

 

1.4 System Security 

MindArray strongly recommends that you terminate or disable all unnecessary services and 

processes on MINDER server (this includes TELNET and FTP). 

 
 

1.5 SNMP Requirements for Monitored Devices 

Minder can monitor the performance of any SNMPv1-, SNMPv2c-, or SNMPv3-enabled device on 

your network. Consult your device documentation or a technical representative of your device 

manufacturer to acquire specific instructions for configuring SNMP on your device. 

 

Notes: To properly monitor devices on your network, you must enable SNMP on all devices that 

are capable of SNMP communications. UNIX based devices should use the configuration of Net-SNMP 

version 5.5 or higher that is specific to the type of Unix-based operating system in use. 

 

Minder is capable of monitoring VMware ESX and ESXi Servers versions 3.5 and higher with VMware 

Tools installed. For more information about enabling VMware Tools on your VMware device, consult 

your VMware documentation or technical representative. 

 
If SNMPv2c is enabled on a device you want to monitor, by default, Minder will attempt to use 

SNMPv2c to poll the device for performance information. If you only want Minder to poll using 

SNMPv1, you must disable SNMPv2c on the device to be polled. 



 

2 Using MindArray Minder 

This chapter describes how to operate Minder. This chapter assumes that you have installed MindArray 
Minder. 
Minder provides your organization with proactive monitoring, event detection, reporting and problem 

escalation for mission-critical components of IT infrastructures through an intuitive Web application. 

The Minder Web application provides instant Business Visibility by monitoring your critical IT 

Infrastructure, including but not limited to your network-based services, applications and systems. 

Current monitoring services include availability, performance, applications, e-commerce, SNMP, port 

monitoring and custom device/attributes monitoring capability. Minder is designed to be a flexible 

system where you can set thresholds, test intervals, filters on status views, schedule notifications and 

generate standard or custom reports based on the privileges you have. Instant Business Visibility 

provides you access to your data through a Web interface. It saves you time and reduces costs by 

enabling you to quickly identify and resolve downtime problems without any investment in additional 

infrastructure or technical expertise. 
 

Read the following sections to learn more about working in the interface and to learn about: 

¶ Network Health Indicator 

¶ Navigate Dashboard 

¶ Search for devices, events and system properties 

¶ Navigate the event console 

¶ Run actions 

¶ Create and use alerts 

¶ Create custom views 

 
2.1 Understanding the Status of Health Indicators 

Minder monitors returns the following indicators: 
 

2.1.1. Availability Indicators 

Each status reflects the availability state of the Monitor that has been assigned to the system that 
you are currently viewing. Minder picks up these error codes and triggers an alert or an action. If 
availability is in a down state, you can acknowledge an alert so that Minder does not generate 
subsequent notifications. 
 

¶ Up  
- The availability of Monitor/Device is UP. 

¶ Down  
- The availability of Monitor/Device is down. 

¶ Maintenance  
- The availability of Monitor/Device is in Maintenance State. 

 



 

¶ Unknown  
- The availability of Monitor/Device is in Unknown State. 
- The Minder polling engine could not execute the availability monitor. 
- Or The Monitor is disabled. 

 
2.1.2. Performance Health Indicators 

Each status reflects the health state of the Monitor that has been assigned to the system that you are 
currently viewing. Minder picks up these error codes and triggers an alert or an action. If a 
performance metric health is in a warning or critical state, you can acknowledge an alert so that 
Minder does not generate subsequent notifications. 

 

¶ Clear  

- The health of Monitor/Device metrics is Clear/OK. 

¶ Warning  

- The health of Monitor/Device metrics is in Warning state. 

- The attached threshold with performance metrics is in Warning state. 

¶ Critical  

- The health of Monitor/Device metrics is in Critical state. 

- The attached threshold with performance metrics is in Critical state. 

¶ Unreachable  

- The health of Monitor/Device metrics is in Unreachable state. 

- The attached threshold with performance metrics is in Unreachable state. 

¶ Maintenance  

- The health of Monitor/Device metrics is in Maintenance state. 

- The attached threshold with performance metrics is in Maintenance state. 

¶ Unknown  

- The health of Monitor/Device metrics is in Unknown state. 

- Or The Minder polling engine could not execute the performance monitor. 

- Or The Monitor is disabled. 

- Or there is no threshold/policy profile attached to performance metric. 

¶ Not Configured 

- The health of Monitor/Device metrics is in Not Configured state. 

- Or there is no threshold/policy profile attached to performance metric. 
 

2.1.3. Interface and Navigation 

After you install Minder and navigate to the interface from your Web browser, the Dashboard 
appears. The Dashboard provides at-a-glance information about the status of your IT infrastructure. It 
is the primary window into devices and events that the system enables you to monitor. 

 



 

 

The Dashboard can show: 

¶ System information resources and Web pages 

¶ Important error-level device events 

¶ Monitor Group high-level view 

¶ Monitors with άtǊƻōƭŜƳǎέ 

 

 

Figure 2.1 Organization Snapshot Dashboard 

 

Key Dashboard and interface areas include: 
 

¶ Network Health Indicator 

¶ User information area 

¶ Recent Information 

¶ Navigation Bar 
 

2.1.4. Network Health Indicator 
 

The Network Health Indicator provides an instant summary of the status of all devices and events 

in Minder. The monitor and event count (message as well as threshold violation) is displayed according 

to different severity. When you click on the icon (shown in the first red box in the following figure), 

you enable a constant view of network health while using Minder. 

 

 

 
Figure 2.2 Network Health Indicator 

 



 

Information in the Network Health Indicator gets updated after every 60 seconds by default. The values 
can be changed from Admin > Global Settings. 
 

Click on any of the colored health indicator boxes to view related information about the monitor 

or event. For example, clicking on the icon navigates you to the Devices Status Summary page 

where only monitors with critical health are displayed. Clicking icon navigates you to the live 
Critical events across all the monitors. 

 

2.1.5. Navigation 

The Navigation menu lets you access major system features. In addition to the Dashboard, the menu 

is divided among several functional areas: 

¶ Alarms - Guides you to the event management area, where you can monitor event status, events, 
history, configuration properties and event transforms. You also can track changes made to 
events. 

¶ Business Service/SLA view - Offers access to network infrastructure, including devices, networks 
and application monitor views. 

¶ Reports - Allows you to view and define reports. 

¶ Monitors - Allows you to change monitor properties such as state, credential, department etc. 

¶ Network Configuration Management ς Allows you to track, manage and replace the configuration 
of a network device. 

¶ Flow ς Enables you to monitor IP to IP traffic in your network. 

¶ Admin - Provides access to global settings, network discovery and system settings. 
 

2.1.6. User Information Area 
 

 

Figure 2.3 User Information Area 
 

The User information area offers information and selections: 

¶ User Name - The ID of the user currently logged in appears at the top of this dialog. Click 
the user edit icon to change user settings, such as menu position on the web console, 
theme and startup screen. 

¶ Log Out - Click to log out of the system. 
 



 

2.1.7. Viewing Monitor and Health Details 
 

Click on Monitor name in the grid to focus on it. Focusing on a node: 

¶ Open Monitor Page in new tab. 

¶ Hovering monitor name links, shows monitor health as show in the figure below: 
 

 

 

 
Figure 2.4 Monitor Drill down Page 

 

Alternatively, you can double click on the Health /  icon to drill-down on monitor health; this will 

launch Root-cause analysis details for selected monitor. 

 

2.1.8. Customizing the Dashboard 
 

Through the Real-Time View dashboard feature, Minder allows the creation of custom dashboards 

to view the performance of services and infrastructure. You can create multiple dashboards, each 

containing up to twenty components that can display and chart any metrics selected and update in 

real time. In some type of components, you can click through to view the performance attribute 

details for containing attributes or attribute summary for devices. Whereas service views let you group 

attributes and devices according to business-oriented views, the Real-Time View dashboards provide a 

more abstract way to organize information. For example, you might create a dashboard to monitor 

bandwidth across your entire network, or a dashboard that reports which devices is at the top 

resource hogs. 

By default, a dashboard is visible only to all other users including who created it. 

 
2.1.9. Customizing Default Dashboard 

 
You can customize the Dashboard by: 

¶ Selecting the widget you want to monitor 

¶ Arranging widget 



 

 

You can arrange the widgets that are displayed in all default dashboards. To arrange the widgets, drag 

and drop them at your desired location. This view will be persisting for each user profiles. 

To manage the number of default widget to display, click on add/delete icon towards top right of the 

dashboard and select the widgets you want to display. 

 

2.1.10. Adding Custom Dashboard 

Follow the steps given below to add custom Dashboard by: 

1. Navigate to Dashboards > Click icon to add new dashboard. 

2. Dashboard popover appears. 

3. Give the Title for the dashboard. 

4. If you want to keep dashboard accessible to others then choose public. 

5. Select the Layout of the Dashboard. Provide description if needed. 

6. Click icon toward top right corner to add widgets. 

 

Figure 2.5 Add New Dashboard 

Note: Adding widget shows the default and custom created widget created by other users. 

Follow the steps to create a new widget: 

1. Click  > choose the Widget type from the list in the left. 

2. Once Widget has been added > Bind the data source. The system adds widgets to selected 
dashboard. 

 
For more information on Widgets, see section 9.15. 

 
 
 
 



 

2.1.11. Customizing Widgets 

You can customize each widget that appears on the Dashboard. Customization options vary depending 

on the widget type. 

 

 

Click       , which appears at the top right corner of a widget, to view and customize display options.    

Click Update Settings to save your selections and then return to main widget content. For creating new 
Data Widgets see section 9.15. 
 

Click  placed in the top right corner of the widget to select the data source, title of the widget, Time 
Span, Refresh time and Granularity.

Widget 
Properties 

Chart 
Full screen 

View 

View Type 

Delete 
Widget from 
Dashboard 



 

3 Adding and Discovering Devices 
 
Network discovery is a network setting that affects whether your computer can find other computers and 
devices on the network and whether other computers on the network can find your computer. 
Discover Network Devices, Serves, Applications, Database, Web Servers, Virtualization Servers, Services, 
Cloud and Asset with appropriate details to start monitoring them. You need to provide appropriate 
applicable details: 
 

1. IP: You can provide a single IP e.g. 192.168.1.1, an IP range e.g. 192.168.1-200 or import a CSV file 
with format Monitor Name, IP. 

2. DepartmentΥ LŦ ȅƻǳ ǿƛǎƘ ǘƻ ǊŜǎǘǊƛŎǘ ŀƴȅ ƳƻƴƛǘƻǊΩǎ access to other departments then you need to 
select suitable department. Minder will provide Core Infra department by default. 

3. RPE: If you are implementing distributed monitoring then you need to select the RPE which should 
poll the information from the monitors of this discovery. 

4. Device Type: Select all the types which you wish to monitor and can be discovered in the provided 
range. 
Note: You can select multiple devices in a single discovery with appropriate IP. 

5. Resource Type: Resources will be populated based on the selection of the devices. E.g. Resource 
for a Network device is Interface, for a database it is table etc. 

6. Credential Profile: Appropriate credentials of the user to login into the device each time and get 
the information. 

7. Device Parameters: There are default parameters to connect to a device and monitoring data 
however that can be changed according to your infrastructure. 

Minder provides four types of Network Discovery: 

¶ Device, Server & Apps 

¶ Cloud 

¶ Services 

¶ Asset 

Restrictions of Network Discovery: 

1. Minder cannot discover devices that cannot be pinged if Ping Check Required option is enabled. 
If, for example, a firewall blocks echo requests, a device behind it cannot be discovered. 

2. If proper credentials are not provided then also minder will not be able to discover y our device. 
3. If a device has more than one IP address, it may show up more than once in the discovery 

results. 
4. A few times the added devices may need root credentials and without that, there would be 

missing information. 
 

3.1 Private Network Discovery 
 

3.1.1. Device, Server & Apps Discovery 
 

Minder can discover multiple device types at a time which can be one of the listed below: 

¶ Network Device (SNMP) 

¶ Server 



 

¶ Linux/Unix Host Server (SSH) 

¶ SNMP Host Server (SNMP) 

¶ Windows Host Server (WMI) 

¶ Virtualization 

¶ Citrix Xen Server 

¶ Hyper-V Server 

¶ VMware ESX/ESXi Server 

¶ Database Server 

¶ IBM DB2 

¶ MSSQL 

¶ MySQL 

¶ Oracle 

¶ PostgresSQL 

¶ Application Server 

¶ Apache Tomcat 

¶ GlassFish 

¶ JBoss 

¶ Jetty 

¶ WebLogic 

¶ WebSphere 

¶ File/Directory Monitor 

¶ Directory 

¶ File 

¶ Middleware 

¶ Active Directory 

¶ Apache ActiveMQ 

¶ MSMQ 

¶ OpenLDAP 

¶ RabbitMQ 

¶ WebSphere MQ 

¶ Platform Monitor 

¶ JVM 

¶ .NET 

¶ Web Server 

¶ Apache 

¶ IIS 

¶ Nginx 
 
Follow the steps given below to add device by running network discovery: 

 

1. Navigate to Admin > Network Discovery > New > Device, Server & Apps. 

2. Provide the Name for the discovery. 

3. Provide IP with one of the three options: 

IP/Host: for single device, IP Range: for multiple devices in a range. 

CSV Import: for only a number of selected devices. Directly imports the CSV file when you 

need all those devices again for discovery or your devices are not in the same range. 



 

Note: Provide hostname and IP address of that host separated by commas in the CSV File 

E.g. Mindarray-Host1, 192.168.1.101 

Mindarray-Host2, 192.168.1.102 

4. Select the Department from the list. 

5. Select the RPE (Remote Polling Engine) from the list. 

6. Ping Check Required to check if ICMP is enabled. In case you wish to avoid ICMP check e.g. 
database does not need ping check, then you can disable the option. 

7. Select Device Type from the list to be discovered. This includes types of devices namely 
Network Device, Server, Virtualization, Database Server, Application Server, Middleware, 
Platform and Web Server types 

Discovery Parameters: Also provide the required parameters to make the connection. E.g. 
Port number and Database instance name in case of Database discovery. 

8. Provide the Resource Type to be discovered. 

9. Provide Credential Profiles for selected device type. 

10. Click on Create to add new discovery. 

11. Click on Run to run the discovery. 

12. Once finished, click on View Result to view discovered Devices, resources, applications and 
virtual machines. 

13. Click on Provision Object to add selected nodes, resources, applications and virtual machines. 

Note: Discovered Network Device, Servers will be listed under Node tab. Selected Objects 
should be displayed at top of the pop-up as total number of nodes, resources, applications, 
virtual machines. 

 

 
Figure 3.1 Network Discovery > Device, Server & Apps 

 

 
3.1.2. Cloud Network Discovery 

 
Minder support the discovery and monitoring of below listed cloud platforms: 

¶ Amazon Cloud (AWS) 



 

¶ Cloud Foundry (CF Cloud) 

¶ Google App Engine (GAE) 
 

 
 
Follow the steps given below to add device by running network discovery: 

 

1. Navigate to Admin > Network Discovery > New > Cloud. 

2. Provide the Name for the discovery. 
3. Select the Department from the list. 

4. Select the RPE (Remote Polling Engine) from the list. 
5. Provide Credential Profiles for selected cloud types. 

6. Select type of devices from the list to be discovered. This includes types of devices namely 

Amazon, Cloud Foundry and Google App Engine types. 

Discovery Parameters:  Also provide the required parameters to make the connection. 
7. Provide the Cloud Resource Type to be discovered. 
8. Provide appropriate Discovery Parameters to discover them successfully. 

9. Click on Create to add new cloud discovery. 

10. Click on Run to run the discovery. 

11. Once finished, click on View Result to view classified Cloud Apps. 

12. Click on Provision Object to add selected Cloud Apps. 

Note: Discovered Cloud node will be listed under Node tab. Selected Objects should be 

displayed at top of the pop-up as total number of nodes, resources, applications, virtual 

machines. 

 

 
 

Figure 3.2 Cloud Discovery 
 

3.1.3. Service Discovery 

Service monitoring can be enabled "agent less" or by "installing agents" in client locations and 

configuring your monitors to collect performance data from these agents for monitoring. The service 

monitors currently supported by Minder include: 

 



 

¶ DNS monitor 

¶ FTP monitor 

¶ JDBC Connection monitor 

¶ LDAP server monitor 

¶ Mail Server monitor 

¶ NTP monitor 

¶ Ping monitor 

¶ Radius monitor 

¶ Query monitor 

¶ Script monitor 

¶ Service Port monitor 

¶ URL monitor using Firefox 

¶ URL monitor using Phantom JS 
 
Follow the steps given below to add services by running network discovery: 

 

1. Navigate to Admin > Network Discovery > New > Service. 

2. Provide the Name for the discovery. 

3. IP/Domain/Host/URL: for single device 

IP Range: for multiple devices. 

CSV Import: for selected multiple devices. When you need all those devices again for 

discovery, directly import the CSV file. 

Note: Provide hostname and IP address of that host separated by commas in the CSV File 

E.g. Mindarray-Host1, 192.168.1.101 

Mindarray-Host2, 192.168.1.102 

 

 
 



 

Figure 3.3 Service Discovery 

 

4. Select the Department from the list. 

5. Select the RPE (Remote Polling Engine) from the list. 

6. Select Service Type from the list to be discovered. This includes types of services such 

as DNS, Domain, FTP, JDBC, LDAP, Mail, NTP, Ping. 

7. Provide Credential Profile for selected service type if authentication is required. 

8. Click on Create to add new Service discovery. 

9. Click on Run to run the discovery. 

10. Once finished, click on View Result to view classified Services. 

11. Click on Provision Object to add selected services. 

Note: Discovered Services will be listed under Node tab. Selected Objects should be 

displayed at top of the pop-up as total number of nodes, resources, applications, 

virtual machines. 

 

3.1.4. Asset Discovery 

Asset discovery allows you to scan workstation, Desktop and Laptop with Windows or Linux Operating 

Systems for Software and Hardware inventory tacking. Once Minder starts scanning of software and 

hardware, you can get alerts and reports about audit changes. Monitoring assets is not calculated based 

on monitors rather calculated based on number of assets you are monitoring. 

In case you have already done Device/Server/App discovery and the host server is provisioned for 

monitoring then that monitor will be listed under Assets tab. User need to enable the Asset monitoring 

from here.  

 
 

Figure 3.4 Service Discovery 

However, if the monitor is not added or listed under Assets tab then follow the steps given below to add 

asset by running discovery: 

 

1. Navigate to Admin > Network Discovery > New > Asset. 



 

2. Provide Name for the discovery. 

3. IP/Host: for single device 

IP Range: for multiple devices. 

CSV Import: for selected multiple devices. When you need all those devices again for 

discovery, directly import the CSV file. 

Note: Provide hostname and IP address of that host separated by commas in the CSV File. 
E.g. Mindarray-Host1, 192.168.1.101 
       Mindarray-Host2, 192.168.1.102 

4. Select Department from the list. 

5. Select RPE from the list. 

6. Select the Device type as Linux/Unix host asset or Windows host asset. 

7. Provide the Credential Profile. 

Note: In case of Linux/Unix host asset provide SSH credentials and in case of Windows 

host asset provide WMI credentials. 

8. Click on Create to add new asset discovery. 

9. Click on Run to run the discovery. 

10. Once finished, click on View Result to view classified devices. 

11. Click on Provision Object to add selected device. 
 

 
 

Figure 3.5 Asset Discovery 
 

3.1.5. Example - Adding Hypervisors and Virtual Machines 
 
Follow the steps given below to add hypervisors device by running network discovery: 

 

1. Navigate to Admin > Network Discovery > New > Device, Server & Apps. 

2. Provide the Name for the discovery. 

3. IP: for single device 

IP Range: for multiple devices. 

CSV Import: for selected multiple devices. When you need all those devices again for discovery, 



 

directly import the CSV file. 

Note: Provide hostname and IP address of that host separated by commas in the CSV File. 

E.g. Mindarray-Host1, 192.168.1.101  

    Mindarray-Host2, 192.168.1.102 
4. Select the Department from the list. 

5. Select the RPE (Remote Polling Engine) from the list. 

6. Ping Check Required to check if ICMP is enabled. In case you wish to avoid ICMP check e.g. 
database does not need ping check, then you can disable the option. 

7. Select Device Type from the list to be discovered such as Hyper-V Server, Citrix Xen Server, 

VMware ESX/ ESXi Server. 

Note: In this case also add respective resource type to be discovered - Hyper-V Virtual 

Machine, Xen Virtual Machine, Xen Network Interface, ESX Virtual Machine etc. 

8. Provide Credential Profile (VMware/Hyper-V/Citrix). 

9. Click on Create to create new discovery. 

10. Click on Run to run the discovery 

11. Once finished, click on View Result to view classified Hypervisors and Virtual Machines. 

12. Click provision object to add selected devices. 

Note: Discovered Hypervisor node will be listed under Node tab, Virtual Machines with in 

Hypervisor will be listed under Virtual Machine Tab. Selected Objects should be displayed at top 

of pop-up the as total number of nodes, resources, applications, virtual machines. 

13. Click on Provision Object add selected objects. 
Note: You can monitor virtual machines at both VM and Host level. To monitor them at 
host level provide the IP address range in New Discovery and select the device type as 
Windows\Linux\Unix. 

 
 

3.1.6. Example - Add Network Device Monitor 

To monitor network devices, the system can use: 
 

¶ SNMP 
 

Follow the steps given below to create Network Device Monitor: 
 

1. Navigate to Admin > Network Discovery > New > Device, Server & Apps. 

2. Provide the Name for the discovery. 

3. IP: for single device 

IP Range: for multiple devices. 

CSV Import: for selected multiple devices. When you need all those devices again for discovery, 

directly import the CSV file. 

Note: Provide hostname and IP address of that host separated by commas in the CSV File. 

E.g. Mindarray-Host1, 192.168.1.101 

Mindarray-Host2, 192.168.1.102 

4. Select the Department from the list. 
5. Select the RPE (Remote Polling Engine) from the list. 



 

6. Provide IP with one of the three options: 

IP: for single device 

IP Range: for multiple devices in a range. 

CSV Import: for only a number of selected multiple devices. When you need all those devices 

again for discovery, directly import the CSV file. 

Note: Provide hostname and IP address of that host separated by commas in the CSV File 

E.g. Mindarray-Host1, 192.168.1.101 

Mindarray-Host2, 192.168.1.102 

7. Select the Department from the list. 
8. Select the RPE (Remote Polling Engine) from the list. 
9. Ping Check Required to check if ICMP is enabled. In case you wish to avoid ICMP check e.g. 

database does not need ping check, then you can disable the option. 

10. Select Device Type from the list to be discovered. This includes types of devices namely Network 
Device, Server, Virtualization, Database Server, Application Server, Middleware, Platform and 
Web Server types 

Discovery Parameters: Also provide the required parameters to make the connection. E.g. Port 
number and Database instance name in case of Database discovery. 

11. Provide the Resource Type to be discovered. 

12. Provide Credential Profiles for SNMP Profile. 

13. Click on Create to add new discovery. 

14. Click on Run to run the discovery. 

15. Once finished, click on View Result to view discovered Network Devices and Interfaces. 

16. Click on Provision Object to add selected Nodes and Resources. 

Note: Discovered Network Device will be listed under Node tab. Selected Objects should be 
displayed at top of the pop-up as total number of nodes, resources. 

 
The system starts monitoring for added objects and displays a confirmation message of the action. 

 

3.1.7. Example - Add Server Monitor 

To monitor servers, the system can use: 

¶ SNMP 

¶ SSH 

¶ WMI 

 
 

3.1.7.1. Adding Windows Monitor 

MindArray Minder monitors the system resources using SNMP by default. However, in the absence of 

SNMP on the devices, the non-SNMP windows devices can be monitored using WMI. All the Windows 

device templates have the resource monitors preconfigured. All you will need to do is, change the 

associated SNMP polling method to WMI. 

 
 
 



 

Prerequisites to add windows for monitoring 

For monitoring the Windows environment using WMI, Minder Windows Service must 

necessarily be installed on a Windows machine. By default Windows Service is installed if 

Minder Server is installed on Windows machine. If you have deployed Linux version of Minder 

then Minder Windows Service must be installed on another Windows machine. For more 

information on installing Minder Windows Service, please see section: άLƴǎǘŀƭƭƛƴƎ Windows 

Service for Linux 5ŜǇƭƻȅƳŜƴǘǎέΦ Besides, the device where Minder Windows Service is 

installed and the monitored remote Windows devices must have WMI, RPC and DCOM services 

enabled on them. Authentication to the remote devices using WMI requires you to login as a 

domain user with administrator privileges. This is a requirement of the WMI protocol. If the 

device is in a workgroup, the system user name and password should suffice. 

Microsoft Windows Desktop and Server OS can be monitored using WMI and SNMP polling methods. 

 

 

Figure 3.1.7.1 Adding Windows Monitor 
 
 

Follow the steps given below to create windows server monitor: 

1. Navigate to Admin > Network Discovery > New > Device, Server & Apps. 

2. Provide the Name for the discovery. 

3. IP: for single device 

IP Range: for multiple devices. 

CSV Import: for selected multiple devices. When you need all those devices again 

for discovery, directly import the CSV file. 

Note: Provide hostname and IP address of that host separated by commas in the 
CSV File. 

E.g. Mindarray-Host1, 

192.168.1.101 



 

Mindarray-Host2, 

192.168.1.102 

4. Select the Department from the list. 
5. Select the RPE (Remote Polling Engine) from the list. 

6. Allow Ping check or disable the option. 

6. Select the Device Type as SNMP Host server to monitor server resources using SNMP. For 

WMI select Windows Host Server 

Discovery Parameters:  Also provide the required parameters to make the connection.   E.g. 

In case of SNMP Host server Port number (For Server default port is #161). 

7. Provide the Resource Type to be discovered, E.g. Interface, Process etc. 

8. Provide Credential Profiles for device types. 

9. Click on Create to create private network discovery. 

10. Click on Run to run the network discovery. 

11. Once finished, click on View Result to view classified devices. 

12. Click on Provision Object to add selected device. 

Note: Discovered private network node will be listed under Node tab, Selected Objects 

should be displayed at top of the pop-up as total number of nodes, resources, applications. 

13. Click on Provision Object to add selected objects. 

 
The system discovers host to start monitoring and displays a confirmation message of the action. 

 
3.1.7.2. Example - Adding Linux/Unix Monitor 

Linux/Unix Server OS can be monitored using SHH and SNMP polling methods. 

OS supported by MindArray Minder are: 

¶ Linux 

¶ Sun Solaris 

¶ FreeBSD/OpenBSD 

¶ HP UX/Tru64 

¶ IBM AIX 

¶ Mac OS 

¶ Novell 

¶ UnixWare 
 

Follow the steps given below to create any of the above sever monitors: 

 
2. Navigate to Admin > Network Discovery > New > Device, Server & Apps. 

2. Provide the Name for the discovery. 

3. IP: for single device 

IP Range: for multiple devices. 

CSV Import: for selected multiple devices. When you need all those devices again for 

discovery, directly import the CSV file. 



 

Note: Provide hostname and IP address of that host separated by commas in the CSV File. 

E.g. Mindarray-Host1, 192.168.1.101 

Mindarray-Host2, 192.168.1.102 

4. Select the Department from the list. 

5. Select the RPE (Remote Polling Engine) from the list. 

6. Allow Ping check or disable the option. 

6. Select the Device Type as SNMP Host server to monitor server resources using SNMP. For 

SSH select Linux/Unix Host Server 

Discovery Parameters: Also provide the required parameters to make the connection.  E.g. 

In case of SNMP Host server Port number (For Server default port is #161) For SSH default is 

port# 22. 

7. Provide the Resource Type to be discovered, E.g. Interface, Jobs. 

8. Provide Credential Profile for device types. 

9. Click on Create to create network discovery. 

10. Click on Run the network discovery to start discovery. 

11. Once finished, click on View Result to view classified devices. 

12. Click on Provision Object to add selected device. 

Note: Discovered private network node will be listed under Node tab, Selected Objects 

should be displayed at top of the pop-up as total number of nodes, resources, applications. 

13. Click on Provision Object to add selected objects. 

 
The system discovers host and displays a confirmation message of the action. 

 

3.1.8. Troubleshoot Unknown Device in Network Discovery 

System is not able to recognize the device due to many reasons: 
 

1. Authentication failed. 

2. System did not fetch OID. 

3. WMI/SNMP services failed. 

4. Failing of ping. 

5. Port connection failed. 

6. Server Error and many other. 
 
Follow the steps given below to know about the reason: 

 

1. Navigate to Admin > Network discovery > click on View Result icon of a particular discovery. 

 



 

 

 

Figure 3.1.8.: Unknown Device 
 

2. Under Unknown Device column, click on Click to Troubleshoot. 
 

 

 

 

Figure 3.1.8.: Troubleshoot 
 
 
 
 
 
 
 

3. Click on Troubleshoot; reason that why that device is not identified will be displayed. 

 



 

 

Figure 3.1.8.: Troubleshoot Node Log 
 

 
Note: To check about Ping fail, port connection and system OID follow section 6.10. 

 

3.1.9. Prerequisites to start monitoring 
3.1.9.1. Prerequisites for Database Monitor 

Database supported by MindArray Minder are: 

 
1. Oracle 

2. Microsoft SQL 

3. MySQL 

4. PostgreSQL 

5. IBM DB2 

 

3.1.9.2. Prerequisites for Oracle Database Monitor 

In the Oracle database (that you are trying to monitor), ensure that the user name assigned to Minder 

has the permission to access the Oracle database from the host where Minder is running. 

 
User Privilege: To create a new Oracle database monitor, you should have admin privileges. 

Minimum User Privileges -> user with CONNECT and SELECT_CATALOG_ROLE roles. 

 
To discover and add monitors, refer to section 3.1. 
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3.1.9.3. Prerequisites for MySQL Database Monitor 
 
In the MySQL database (that you are trying to monitor), ensure that the user name assigned to Minder 

has the permission to access the MySQL database from the host where Minder is running. Else, give 

a relevant user who has the privileges to do the same. 

 
Minimum User Privileges: The user should have privileges to execute SELECT, SHOW DATABASES and 

REPLICATION commands in the MySQL server. Also, Minder machine should be allowed to access the 

MySQL database server. 

For enabling the privileges, execute the below commands in the remote MySQL Server 

INSERT INTO user (Host, User) VALUES('<host>','<user>'); 

GRANT SELECT,SHOW DATABASES,REPLICATION CLIENT ON *.* TO '<user>'@'<host>'; 

FLUSH PRIVILEGES; 

 
To discover and add monitors, refer to section 3.1. 

 

 

3.1.9.4. Prerequisites for MSSQL Database Monitor 

In the MSSQL database (that you are trying to monitor), ensure that the user name assigned to Minder 

has the permission to access the MSSQL database from the host where Minder is running. 

 
Note: Minimum User Privileges required creating a new monitor of MSSQL: 

User should be permitted to access MASTER database & MSDB database. 

Roles: public + db_datareader should be selected for both MASTER and MSDB databases. 

 
Database Accessed: Master 

Permit in Database Role: db_datareader & requires VIEW SERVER STATE permission on the server. 

To grant VIEW SERVER STATE, you can use any of the following methods: 

1. Execute the following query 

 
GRANT VIEW SERVER STATE TO username; 

 
 

2. In SQL management studio for user choose Properties -> Securable -> Click Add (under securable) -> 

choose "All objects of the Types..." -> choose Servers -> choose Grant for "View server state" 

permission. 

To discover and add monitors, refer to section 3.1. 



31 Minder 5.0 User Manual 

 

 

 

3.1.9.5. Prerequisites for PostgreSQL Database Monitor  

In the MSSQL database (that you are trying to monitor), ensure that the user name assigned to Minder 

has the permission to access the MSSQL database from the host where Minder is running. 

 
Note: MINDER uses PostgreSQL subsystem statistics collector to monitor PostgreSQL server activity. By 

default statistics collector is accessible. 

Also in postgresql.conf ŦƛƭŜΣ ǘƘŜ ǇŀǊŀƳŜǘŜǊ άLISTEN ADDRESSέ Ƙŀǎ ǘƻ ōŜ ' 'z. 

To discover and add monitors, refer to section 3.1. 

 

3.1.9.6. Prerequisites for DB2 Database Monitor 

In the DB2 database (that you are trying to monitor), ensure that the user name assigned to Minder has 

the permission to access the DB2 database from the host where Minder is running. 

 

User Privileged: To create a new DB2 monitor user should be able to access SYSPROC procedures. 

To discover and add monitors, refer to section 3.1. 

3.1.9.7. Prerequisites - Web Server Monitor 

Web Servers supported by MindArray Minder is: 

 
¶ Apache HTTP Server 

¶ Microsoft IIS Server 

¶ Nginx Server 

 

3.1.9.8. Prerequisites - Apache HTTP Server Monitor 

To monitor Apache Web Server the Server status and the Extended-status should be enabled to fetch 

additional information from Apache server. 

Please enable mod_status on the HTTP server to get stats. 

To Enable the Server Status, follow the steps given below: 

1. In Apache's httpd.conf file, locate "Location /server-status" tag. 

2. Remove the comment in the Location/Server-status tag, to Enable Set Handler server-status 

3. Change the attribute "deny from all" to "Allow from all" 
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4. Remove the comment in "LoadModule status_module modules/mod_status.so". 

5. Save the conf file and restart the Apache Server 

To enable the Extended-status, follow the steps given below: 

1. Locate "Extended Status" Attribute in httpd.conf file. 

2. Remove the comment to enable the status. 

3. Save the conf file and restart the Apache Server 

To discover and add monitors, refer to section 3.1. 

 

3.1.9.9. Prerequisites - Microsoft IIS Server Monitor 

To monitor IIS server ensure that Minder has permission to access Windows server where IIS is hosted. 

Make sure Windows host server type is specified to be discovered while running the network discovery 

and WMI credential profile is provided to make the connection. 

 
3.1.9.10. Prerequisites - Nginx Server Monitor 

 
To monitor Nginx Server the Server Status should be enabled. 

 
To Enable the Nginx Server Status, follow the steps given below: 

 
6. Configure the location /server_status method in <NGINX_HOME>/conf/nginx.conf file, to 

enable server_status. 

 

7. The value of stub_status attribute should be "on". 

8. Change the attribute "deny all" to "Allow all". 

9. Save the conf file and restart the Nginx Server. 
 

3.1.9.11. Prerequisites - Application Server Monitor 

The Application Servers supported by MindArray Minder is: 

 
¶ JBoss 

¶ Tomcat 

¶ WebSphere 

¶ WebLogic 

¶ GlassFish 

¶ Jetty 
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3.1.9.12. Prerequisites - JBoss Server Monitor 

Note: MINDER uses JMX to monitor JBoss server. JMX should be enabled to retrieve the information 

from JBoss. 

 
If JBoss is hosted on Windows platform, then there are two ways you can configure JMX in JBoss: 

 
¶ Windows Service 

¶ Windows Command Line 

 
Configuring JMX in JBoss (tested on version 6.0) 

Windows Service 

1. Edit %JBOSS_HOME%\ bin\ run.bat by adding the following lines, where %JBOSS_HOME% is the 

path to your JBoss installation: 

set "JAVA_OPTS=%JAVA_OPTS% - 

Djavax.management.builder.initial=org.jboss.system.server.jmx.M 

BeanServerBuilderImpl" 

set "JAVA_OPTS=%JAVA_OPTS% -Djboss.platform.mbeanserver" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.authenticate=false" 

Χ 

rem Setup JBoss specific properties 

set JAVA_OPTS=-Dprogram.name=%PROGNAME% %JAVA_OPTS% 

set "JAVA_OPTS=%JAVA_OPTS% - 

Djavax.management.builder.initial=org.jboss.system.server.jmx.M 

BeanServerBuilderImpl" 

set "JAVA_OPTS=%JAVA_OPTS% -Djboss.platform.mbeanserver" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.authenticate=false" 

Χ 

2. Register JBoss as a service by running: %JBOSS_HOME%\bin\service.bat 

Install. 
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3. Go to the Windows Services console. 

4. Right-click JBoss Application Server service. 

5. Click Properties. 

6. Click the Log On tab and then select Log on as this account. 

7. Click BrowseΣ ŦƛƴŘ ǘƘŜ ǳǎŜǊ ά!ŘƳƛƴƛǎǘǊŀǘƻǊΣέ ŀƴŘ ǘƘŜƴ ǘȅǇŜ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊ ǇŀǎǎǿƻǊŘ twice. 

8. Click Ok. 

9. Start the JBoss service. 

 
Windows Command Line 

 
1. Edit %JBOSS_HOME%\ bin\ run.bat by adding the following lines, where 

%JBOSS_HOME% is the path to your JBoss installation 

set "JAVA_OPTS=%JAVA_OPTS% - 

Djavax.management.builder.initial=org.jboss.system.server.jmx.M 

BeanServerBuilderImpl" 

set "JAVA_OPTS=%JAVA_OPTS% -Djboss.platform.mbeanserver" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.authenticate=false" 

Χ 

rem Setup JBoss specific properties 

set JAVA_OPTS=-Dprogram.name=%PROGNAME% %JAVA_OPTS% 

set "JAVA_OPTS=%JAVA_OPTS% - 

Djavax.management.builder.initial=org.jboss.system.server.jmx.M 

BeanServerBuilderImpl" 

set "JAVA_OPTS=%JAVA_OPTS% -Djboss.platform.mbeanserver" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.authenticate=false": 

Χ 

2. Start JBoss by running %JBOSS_HOME%\ bin\ run.bat. 
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For Linux Platform do the following: 
 

1. Edit $JBOSS_HOME/bin/run.sh by adding the following lines, where $JBOSS_HOME$ is the path 

to your JBoss installation: 

 
JAVA_OPTS="$JAVA_OPTS - 

Djavax.management.builder.initial=org.jboss.system.server.jmx.M 

BeanServerBuilderImpl" 

JAVA_OPTS="$JAVA_OPTS -Djboss.platform.mbeanserver " 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.port=8686" 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.ssl=false" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.authenticate=false " 

Χ 

# Setup JBoss specific properties 

JAVA_OPTS="${JAVA_OPTS:+$JAVA_OPTS -Dprogram.name=$PROGNAME}" 

JAVA_OPTS="${JAVA_OPTS:--Dprogram.name=$PROGNAME}" 

JAVA_OPTS="$JAVA_OPTS - 

Djavax.management.builder.initial=org.jboss.system.server.jmx.M 

BeanServerBuilderImpl" 

JAVA_OPTS="$JAVA_OPTS -Djboss.platform.mbeanserver " 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.port=8686" 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.ssl=false" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.authenticate=false " 

Χ 

2. Run JBoss by running $JBOSS_HOME/bin/run.sh. 

 

3.1.9.13. Prerequisites - Tomcat Server Monitor 

Note: MINDER uses JMX to monitor Tomcat server. JMX should be enabled to retrieve the information 

from Tomcat. 

If Tomcat is hosted on Windows platform, then there are two ways you can configure JMX in tomcat: 
 

¶ Windows Service 

¶ Windows Command Line 

 
Configuring Apache Tomcat (tested on version 7.0) 

Windows Service 

1. Open Tomcat configuration: Start > All Programs > Apache Tomcat > Configure Tomcat. 

2. Open the Java tab and then add the following lines to the Java Options box: 
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-Dcom.sun.management.jmxremote 

-Dcom.sun.management.jmxremote.port=6969 

-Dcom.sun.management.jmxremote.ssl=false 

-Dcom.sun.management.jmxremote.authenticate=false 

3. Click Apply. 

4. Go to the Windows Services console. 

5. Right-click the Apache Tomcat service and then click Properties. 

6. Click the Log On tab and then select Log on as this account. 

7. Click Browse ŀƴŘ ŦƛƴŘ ǘƘŜ ǳǎŜǊ ά!ŘƳƛƴƛǎǘǊŀǘƻǊέ ŀƴŘ ǘȅǇŜ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊ ǇŀǎǎǿƻǊŘ twice. 

8. Click Ok. 

9. In the Tomcat Configuration window, return to the General tab and then start the service. 

Windows Command Line 
 

1. Open the file %TOMCAT_HOME%\bin\catalina.bat and add the following lines into the Debug, 

Run and Start sections where %TOMCAT_HOME% is the path of your Tomcat installation: 

 
 

set "JAVA_OPTS=%JAVA_OPTS% -Dcom.sun.management.jmxremote" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.authenticate=false" 

Χ 

:doDebug 

set "JAVA_OPTS=%JAVA_OPTS% -Dcom.sun.management.jmxremote" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.authenticate=false" 

shift 
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Χ 

:doRun 

set "JAVA_OPTS=%JAVA_OPTS% -Dcom.sun.management.jmxremote" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.authenticate=false" 

shift 

Χ 

:doStart 

set "JAVA_OPTS=%JAVA_OPTS% -Dcom.sun.management.jmxremote" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTS=%JAVA_OPTS% - 

Dcom.sun.management.jmxremote.authenticate=false" 

shift 

Χ 

2. Run %TOMCAT_HOME%\ bin\ startup.bat to start Tomcat. 

For Linux Platform do the following: 

1. Open $TOMCAT_HOME/bin/catalina.sh and then add the following lines into the Debug, Run 

and Start sections, where %TOMCAT_HOME% is the path to your Tomcat installation: 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote" 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.port=8686" 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.ssl=false" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.authenticate=false " 

Χ 
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if [ "$1" = "debug" ] ; then 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.port=8686" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.ssl=false" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.authenticate=false " 

if $os400; then 

Χ 

elif [ "$1" = "run" ]; then 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.port=8686" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.ssl=false" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.authenticate=false " 

shift 

Χ 

elif [ "$1" = "start" ] ; then 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.port=8686" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.ssl=false" 

JAVA_OPTS="$JAVA_OPTS - 

Dcom.sun.management.jmxremote.authenticate=false " 

if [ ! -z "$CATALINA_PID" ]; then 

Χ 

2. Run the $TOMCAT_HOME/bin/startup.sh command to start Tomcat. 
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3.1.9.14. Prerequisites - WebSphere Server Monitor 

 
Note: Minder uses Performance Monitoring Infrastructure (PMI) to monitor WebSphere. PMI should be 

enabled to retrieve information from WebSphere server. 

 
To enable PMI do the following (tested version 7): 

1. Check to see if PerfServletApp.ear is in the list 

2. In the left pane, click Monitoring and Tuning and Performance Monitoring Infrastructure (PMI). 

3. Select your server. In the Configuration tab, enable the PMI and set All Statistics. 

4. Set All Statistics in the Run time Tab. 

5. Save all changes. 

6. In the left panel, click Expand Servers and Server types. 

7. Click WebSphere Application Servers. 

8. In the main window, click your server. 

9. In the Server Infrastructure section, expand Java and Process Management. 

10. Click Process Definition. 

11. In the Additional Properties section, click Java Virtual Machine. 

12. In Generic JVM Arguments, add the following: 

-Djavax.management.builder.initial= - 

Dcom.sun.management.jmxremote 

13. Save all changes. 

14. Go to the Windows Services console. 

15. Right ςclick the IBM WebSphere service. 

16. Click Properties. 

17. Click the Log On tab and then select Log on as this account. 

18. Click BrowǎŜΣ ŦƛƴŘ ǘƘŜ ǳǎŜǊ ά!ŘƳƛƴƛǎǘǊŀǘƻǊΣέ ŀƴŘ ǘƘŜƴ ǘȅǇŜ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊ ǇŀǎǎǿƻǊŘ twice. 

19. Click Ok. 

20. Restart the IBM WebSphere Application Server. 
 

3.1.9.15. Prerequisites - WebLogic Server Monitor 
 
Prerequisite: To add support for WebLogic server, you need to copy the wlfullclient.jar from WebLogic 

installation. On your WebLogic host, navigate to the folder where the WebLogic server was installed. It is 

typically installed at Oracle/Middleware/wlserver_/server/lib. 
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Locate the wlfullclient.jar library. 

 
For more information, refer to the following article: 

http://docs.oracle.com/cd/E12840_01/wls/docs103/client/jarbuilder.html 

 

For WobLog 9.x: 

Copy the wlfullclient.jar library from folder <WebLogic Home>/weblogic92/server/lib in Remote 

WebLogic server version 9 to your MindArray Minder server. The target folder  for  these  files  is 

typically C:\Program Files\MindArray Systems\Minder\ lib 

 
For WobLog 10.x: 

Copy Weblogic.jar, wlclient.jar, wljmsclient.jar from folder <Weblogic Home>/wlserver_10.0/server/lib in 

Remote WebLogic server version 10 to your MindArray Minder server. The target folder for these files is 

typically C:\Program Files\MindArray Systems\Minder\ lib 

 
Note: You will need to overwrite the existing files. 

 
MINDER uses JMX to monitor WebLogic. JMX should be enabled to retrieve information from WebLogic 

server. To configure JMX do the following (tested version 7): 

 
For Windows platform 

1. Edit the following file, where %MIDDLEWARE_HOME% is the path of your WebLogic installation: 

%MIDDLEWARE_HOME%\C:\Oracle\Middleware\user_projects\domains\<your_domain>\bin\s 

etDomainEnv.cmd 

Add the following lines to the end of the file: 

set "JAVA_OPIONTS=%JAVA_OPTIONS% - 

Dcom.sun.management.jmxremote" 

set "JAVA_OPTIONS=%JAVA_OPTIONS% - 

Dcom.sun.management.jmxremote.port=8686" 

set "JAVA_OPTIONS=%JAVA_OPTIONS% - 

Dcom.sun.management.jmxremote.ssl=false" 

set "JAVA_OPTIONS=%JAVA_OPTIONS% - 

Dcom.sun.management.jmxremote.authenticate=false" 

2. Restart WebLogic Server. 
 

For Linux platform 

1. Edit the following file, where %MIDDLEWARE_HOME% is the path of your WebLogic installation: 

$MIDDLEWARE_HOME/user_projects/domains/<your_domain>/bin/setDomainEnv.sh 

http://docs.oracle.com/cd/E12840_01/wls/docs103/client/jarbuilder.html
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Add the following lines to the end of the file: 

JAVA_OPTIONS="$JAVA_OPTIONS-Dcom.sun.management.jmxremote" 

JAVA_OPTIONS="$JAVA_OPTIONS-Dcom.sun.management.jmxremote.port=8686" 

JAVA_OPTIONS="$JAVA_OPTIONS-Dcom.sun.management.jmxremote.ssl=false" 

JAVA_OPTIONS="$JAVA_OPTIONS -Dcom.sun.management.jmxremote.authenticate=false" 

2. Restart the WebLogic Server. 
 

Note: If you are having difficulty configuring WebLogic to work with Java and/or SNMP, the JMX Java 

options may not be set in the proper place for your setup of WebLogic. Some implementations of 

WebLogic, under Windows, require the Java JMX options to be placed in a registry key, as opposed to 

the setDomainEnv.cmd file. 

 
3.1.9.16. Prerequisites - Glassfish Server Monitor 

Note: MINDER uses JMX to monitor Glassfish server. JMX should be enabled to retrieve the information 

from Glassfish. 

To enable JMX in Glassfish do the following: 
 

1. Run the Glassfish Application Server. 

2. Open a web browser and then navigate to: http://hostname:4848, where hostname is the name 

of your Glassfish server. 

3. In the left panel, click Configurations: server-config. 

4. In the main window, click JVM settings. 

5. Click the JVM Options tab. 

6. Click Add JVM Option and then type - 

Djava.rmi.server.hostname=yourhostname.com in the blank field, where yourhostname.com is 

the hostname of your Glassfish server. 

7. Click Add JVM Option and then type - 

Dcom.sun.management.jmxremote.ssl=false in the blank field. 

8. Click Add JVM Option and then type - 

Dcom.sun.management.jmxremote.authenticate=false in the blank field. 

9. Click Save. 

10. Restart the Glassfish server. 

By default, Glassfish uses JMX on port 8686. To change the JMX port you should find the άƧƳȄ- 

ŎƻƴƴŜŎǘƻǊέ ǎŜŎǘƛƻƴ ƛƴΥ %GLASSFISH_HOME%\glassfish\domains\<your_domain>\config\domain.xml, 

where %GLASSFISH_HOME% is the path where Glassfish is installed, then change the port value. 
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3.1.9.17. Prerequisites - Jetty Server Monitor 

 
Note: MINDER uses JMX to monitor Jetty server. JMX should be enabled to retrieve the information 

from Jetty. 

To enable JMX in Jetty do the following: 
 

1. Edit the JMX-Jetty.xml file located at in etc/jetty-jmx.xml. 

<New id="ConnectorServer" class="org.eclipse.jetty.jmx.ConnectorServer"> 

<Arg> 

<New class="javax.management.remote.JMXServiceURL"> 

<Arg type="java.lang.String">rmi</Arg> 

<Arg type="java.lang.String" /> 

<Arg type="java.lang.Integer"><SystemProperty name="jetty.jmxrmiport" 

default="1099"/></Arg> 

<Arg type="java.lang.String">/jndi/rmi://<SystemProperty name="jetty.jmxrmihost" 

default="localhost"/>:<SystemProperty name="jetty.jmxrmiport" 

default="1099"/>/jmxrmi</Arg> 

</New> 

</Arg> 

<Arg>org.eclipse.jetty.jmx:name=rmiconnectorserver</Arg> 

<Call name="start" /> 

</New> 

 
2. Edit the Start.ini in installation root, uncomment the following lines. 

OPTIONS=jmx 

jetty.jmxrmihost=localhost 

jetty.jmxrmiport=1099 

-Dcom.sun.management.jmxremote 

etc/jetty-jmx.xml 

 
3. Restart the Jetty server. 

 
3.1.9.18. Prerequisites - Middleware Monitor 

The Middleware supported by MindArray Minder is: 

 
¶ Active Directory 

¶ WebSphere Message Queue 

¶ Active Message Queue 

¶ Microsoft Message Queue 
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¶ Rabbit Message Queue 

 
3.1.9.19. Prerequisites - Apache Active Message Queue Monitor 

Minder uses JMX to monitor Apache Active MQ. 

To enable JMX, following java runtime options needs to be added to your application: 

 
Dcom.sun.management.jmxremote. 

Dcom.sun.management.jmxremote.port=1111 

Dcom.sun.management.jmxremote.ssl=false 

Dcom.sun.management.jmxremote.authenticate=false 

 
Note: Replace 1111 with your installation port. 1111 is default port. 

 

3.1.9.20. Prerequisites - Rabbit Message Queue Monitor 
 
Minder uses rabbitmq-management plugin to monitor Rabbit MQ. 

The management plugin is included in the RabbitMQ distribution. To enable it, use rabbitmq-plugins: 

rabbitmq-plugins enable rabbitmq_management 

Note: ¦ǎŜǊ Ƴǳǎǘ ƘŀǾŜ άaƻƴƛǘƻǊƛƴƎέ ƭŜǾŜƭ privileges. 

http://www.rabbitmq.com/man/rabbitmq-plugins.1.man.html
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4 Working with Monitors 

This section provides information and procedures for managing monitors in the system. 
 

4.1 Viewing the Monitor List 

The Monitor list under Monitors shows all monitors in the system. From this view, you can search 

for monitors and perform a range of management tasks on all monitors. 

 
To access the monitor list navigate to Monitors > Monitors. 

 

 
 

Figure 4.1 Monitor List 
 

4.2 Monitor  List 

Monitors are organized in the Grid view by: 

¶ Monitor Name 

¶ Monitor Type 

¶ Severity 

¶ Availability 

¶ Status 

¶ Group 

¶ Department 

¶ RPE 

¶ Note 

¶ Edit ς Manage Alarms ς Shared details 
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1. Click the Monitor Name column header to sort by name. 

2. Click Show/Hide column button to add/remove columns in the grid. 

3. Drag and shift the columns according to your preference.. 

 

4.3 Managing Monitors from the Monitor List 

You can perform some management tasks for monitor at a time. You can: 
 

¶ Edit individual monitor. (Change name & polling intervals, Enable/Disable metrics etc.) 

¶ Enable/Disable/Delete Alarms. 

¶ Assign monitors to Departments/Users (Share Monitor). 

 

4.4 Managing Monitor and Performance Attributes 

Read the information and procedures in this section to learn about specific monitor management tasks, 

including 

¶ Renaming monitor 

¶ Enabling performance attributes & polling interval 

¶ Changing monitor credentials 

¶ Changing monitor RPE 

¶ Changing monitor department 

¶ Deleting a monitor 

¶ Disabling a monitor 

¶ Maintenance state 

 

4.5 Renaming Monitor  

Because the system uses the manage IP to monitor a device, the device name may be different than its 

fully qualified domain name (FQDN). 

Follow the steps given below to rename a monitor: 
 

1. Navigate to Monitors > Monitors. 

2. Click Edit button of Monitor. The Update Monitor page appears in new window. 

3. Click Edit button of Monitor name. The Update property pop-up appears. 

4. Enter the new name for the monitor and then click Update. 
 

The system renames the monitor and displays a confirmation message of the action. 
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4.6 Enabling Performance Metrics (Components) 
 
To enable or disable performance metrics (components) from multiple monitor: 

 
1. Navigate to Monitors > Monitors. 

2. Click on Action > Polling Scheduler towards the top right corner of the grid. 

3. Click Edit to enable/disable metrics and their polling time as well. 

4. Click Update. 

 
To enable or disable performance metrics (components) from single monitor: 

 

1. At the top of the Monitor overview page, navigate to Actions > Polling Scheduler. The Update 

Polling Scheduler page appears in new window. 

2. Choose Performance Metrics to enable/disable. 

3. Provide Polling Time in seconds. 

4. Click Update. 

 
The system enables/disables performance attributes for the monitor and displays a confirmation 

message of the action. 

Note: Polling interval must always be multiply by 10. Minimum supported polling interval is 30 seconds 

for any metric category. 

 

4.7 Changing Monitor Credentials 

To change password or to apply new credentials in the system, go to the section titled "Credential 

Profile." 

Note: You can change Monitor profiles attached to monitor but attached polling method cannot be 

changed. You must create new monitor if you later decide to monitor node using different polling 

method. 
 

To change applied polling credential profile from monitor: 
 

5. Navigate to Monitors > select the Monitor . 

6. Click Edit button of Monitor. The Update Monitor page dialog appears. 

7. Click Edit button of Credential Profile. The Update property pop-up appears. 

8. Change credential profile from the dropdown menu. 

9. Click Update. 
 

The system updates new credential for the monitor and displays a confirmation message of the action. 
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4.8 Changing RPE (Remote Polling Engine) of Multiple Monitors 

To change/update RPE into multiple monitors: 
 

1. Navigate to Monitors > Monitors tab. 

2. Select monitors from the list. 

3. Click Action > Manage RPE. 

4. Select RPE you want to apply from the dropdown list. 

Note: To manage RPE navigate to Admin Panel > RPE. 

5. Click Update. 
 

The system updates new RPE for selected monitors and displays a confirmation message of the action. 
 

Note: Monitor Location will be inherited from the RPE location. 

 

4.9 Deleting a Monitor 

To delete a monitor from the system, follow the steps given below: 
 

1. Navigate to Monitors > Monitor . 

2. Select monitors from the list, click Delete button under Actions. 

3. Click Yes. 
 

The system removes the monitors and associated data from Database and displays a confirmation 

message of the action. 

 
4.10   Disabling a Monitor  

To disable single/multiple monitors from the system, follow the steps given below: 
 

1. Navigate to Monitors > Monitor . 

2. Select monitors from list, navigate to Actions > Disable. 

3. Click Yes. 
 

The system disables the monitors and displays a confirmation message of the action. 
 

Note: Core monitoring and alerting applied to an individual monitor is also disabled. 

 

4.11   Maintenance State 
 
Maintenance state allows scheduled production changes of a monitor or all monitor in a system. You 

might want to set up a maintenance state, for example, to prevent alerts and warnings while you 

perform configuration changes or reboot a device. 
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To change a monitor state from enabled to maintenance on single/multiple monitors follow the steps 

given below: 

1. Navigate to Monitors > Monitor . 

2. Select monitors from the list. 

3. Click Action > Maintenance Mode On/Off. 

4. Choose Infinite or scheduled time to turn off maintenance automatically. 

5. Click Update. 
 

The system changes the monitor state as Maintenance and displays a confirmation message of the 

action. 

Note: Core monitoring and alerting applied to an individual monitor is also disabled and only monitor 

availability is enabled for this state (Availability will be marked as Maintenance mode). 

 

4.12   Move/Change Department of Single/Multiple Monitors 

Warning: Moving a monitor permanently from one department removes the monitor and affects all the 

SLA, Business Services, Widget and Reports associated with that monitor in source department. In 

addition, any attached credential profile created by that department's administrator/users is 

permanently moved to target department. For more information about security see section Security. 
 

To change/update Department into multiple monitors, follow the steps given below: 
 

1. Navigate to the Monitors > Monitors. 

2. Select monitors from the list. 

3. Click Action > Move Department. 

4. Select Department from the dropdown list to move monitors. 

Note: To manage Department navigate to Admin Panel > Departments. 

5. Click Move. 
 

The system updates new Department for selected monitors and displays a confirmation message of the 

action. 

 
4.13   Sharing Monitors to other Departments/Users 

Warning: Departments are permission-based entities that comprise the Minder security model. We 

recommend that you read the review security section 14 before making changes to department. 

 

Minder allows you to share monitors to other department with Full-access or Read-Only permission. 

When a monitor is shared to another department, any new changes done after the share are 

automatically shared or visible to the target department. 
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Warning: The credential profile attached to monitor is available to target department if share type is 

Full-access. 

 
Sharing Entities: 

 

 

 

Figure 4.2.Share Monitor to other department/user 
 

Follow the steps given below to share monitor to other department or user: 

 
1. Navigate to Monitors > Monitors. 

2. Select the monitors you want to share. 

3. Click Share button under Actions menu. Share monitor dialog appears. 

4. Choose the Access as Read-only or Full-access. 

5. Choose whether you want to share to other user of all the user of other department. 

6. Click Share. 
 

The system now makes the monitor visible to specified department/user and displays confirmation 

message of the action. 

Note: Sharing monitor to other user/department also gives the read-only access to users belong to 

target department. 
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4.14   Monitor Groups 

To create a Monitor Groups, follow the steps given below: 

 
 

Figure 4.3 Monitor Groups 
 

1. Navigate to Monitors > Monitor  Groups. 

2. Provide the Monitor Group Name. 

3. Select Parent Group from the list. 

4. Click Create. 

 
The system will create Monitor Group and displays confirmation message of the action. 

 

 

4.15   Assign Monitors Group 

Once Monitor group is created, you can set the business rules to automatically assign new monitors to the 

group. 
 

Follow the steps given below to manually assign monitors to specific group: 
 

1. Navigate to Monitors > Monitor  Groups > Navigate to Group Bar. 
2. Click on Assign Monitors icon. 
3. Select the Monitors from the list. 
4. Click Assign Monitors. 

 
 


















































































































































































































